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    Licet
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Licet evaluates SpiceDB permission schemas (.zed files) inside your Elixir application, with relationships stored in your own Postgres database. There is no SpiceDB server to run.
Licet is Latin for "it is permitted".
Licet answers questions like "can Ada edit this document?" from relationships you store: Ada owns the folder, the folder contains the document, owners of a folder can edit what's in it. This is relationship-based access control (ReBAC), as described in Google's Zanzibar paper. Because the schema is plain SpiceDB, you can start embedded and move to a SpiceDB cluster later without rewriting it.
Why Licet
	SpiceDB's language and behavior. Schemas are SpiceDB .zed files. Licet's answers are tested against SpiceDB's own test suite, and compared with a live SpiceDB in CI on every push.
	No extra service. Relationships live in your Postgres database, in tables created by an ordinary Ecto migration. There is nothing else to deploy or monitor.
	Transactional. A write joins your Repo.transaction/2. A check in the same transaction already sees it, and a rollback discards it together with the rest of your data. Granting the owner of a new record can never fail independently of creating the record.
	Consistent when it matters. Every write returns a token. Pass it to a later check to guarantee that check sees the write, even on another node. Use the cached default for everything else.

Installation
Add Licet to your dependencies in mix.exs:
def deps do
  [
    {:licet, "~> 0.1"}
  ]
end
Licet needs Elixir 1.17 or newer and Postgres 15 or newer.
A two-minute example
Describe your permissions in priv/licet/schema.zed:
definition user {}

definition team {
  relation member: user
}

definition document {
  relation owner: user
  relation viewer: user | team#member
  permission edit = owner
  permission view = owner + viewer
}
Generate the migration that creates Licet's tables, then run it:
mix licet.gen.migration
mix ecto.migrate

Start Licet in your supervision tree, after your repo:
children = [
  MyApp.Repo,
  {Licet,
   name: MyApp.Licet,
   repo: MyApp.Repo,
   schema: {:file, Application.app_dir(:my_app, "priv/licet/schema.zed")}}
]
Write relationships and check permissions:
{:ok, token} =
  Licet.write(MyApp.Licet, [
    {:create, "document:roadmap#owner@user:ada"},
    {:create, "team:eng#member@user:bob"},
    {:create, "document:roadmap#viewer@team:eng#member"}
  ])

opts = [consistency: {:at_least, token}]

Licet.check(MyApp.Licet, "document:roadmap", "view", "user:bob", opts)
#=> {:ok, :allowed}

Licet.check(MyApp.Licet, "document:roadmap", "edit", "user:bob", opts)
#=> {:ok, :denied}

Licet.lookup_resources(MyApp.Licet, "document", "view", "user:bob", opts)
#=> {:ok, ["roadmap"], nil}
By default a check reads a snapshot that is refreshed every few seconds and shared through a cache. Passing the token from a write guarantees the check sees that write. Consistency explains the trade-off.
Getting started walks through the same steps in more detail.
Features
	The SpiceDB schema language: union, intersection, exclusion, arrows (including .any() and .all()), wildcards such as "every user", nested groups through usersets, and relationships that expire.
	Checks one at a time or in bulk, with a cache per snapshot and deduplication of identical checks in flight.
	Lookups in both directions: every document a user can view, or every user who can view a document. Results are paginated.
	explain/5, which shows why a check was allowed or denied.
	Four consistency modes, from the cached default to always-fresh.
	Schema changes are checked against stored relationships, so a deploy can't silently revoke access.
	Test helpers for the Ecto sandbox, and mix licet.validate for SpiceDB validation files.
	Telemetry events for checks, lookups, writes, and the cache.

Coming from SpiceDB?
Your .zed schema and your validation files run unchanged, unless they use caveats or self. Migrating to or from SpiceDB covers moving relationships in either direction, and Limitations lists what Licet leaves out, such as caveats and the Watch API.
When to use something else
	Several services need the same permissions, or you need caveats or a stream of changes: run SpiceDB and call it with the authzed client. Licet's limitations page lists what it leaves out.
	Your rules are simple roles, such as "admins can do everything": a policy module with Bodyguard or LetMe is less to learn.

Examples
	examples/blog — a small Phoenix JSON API with Postgres: create a post and its owner in one transaction, then fetch and list with Licet.check/5 and Licet.check_bulk/3.
	examples/playground — a local SpiceDB validation-file editor. It needs no database: assertions and expected relations run through Licet.Validate, and you can explain one check as you type.

Documentation
	Getting started
	Concepts
	Modeling permissions and the schema language
	Phoenix integration
	Consistency and transactions
	Testing
	Operations, telemetry, and security
	Migrating to or from SpiceDB

Contributing
See CONTRIBUTING.md for how to run the test suite, including the comparison against a live SpiceDB.
License
Licet is released under the Apache License 2.0. Copyright Netoum.
SpiceDB is a trademark of AuthZed. Licet is an independent project and is not affiliated with AuthZed.


  

    Getting started

Licet evaluates SpiceDB permission schemas (.zed files) inside your Elixir application, with relationships stored in your own Postgres database. This guide adds it to an existing Phoenix or Ecto application. It assumes you have a working Ecto.Repo backed by Postgres 15 or newer. By the end, you'll have a schema, the database tables, a running instance, and your first checks.
If the vocabulary is new to you, read Concepts first.
Install
Add Licet to your dependencies in mix.exs:
def deps do
  [
    {:licet, "~> 0.1"}
  ]
end
Then fetch it:
mix deps.get

Write a schema
The schema describes your object types, the relations between them, and how permissions are computed. Create priv/licet/schema.zed:
definition user {}

definition document {
  relation owner: user
  relation viewer: user | user:*
  permission edit = owner
  permission view = owner + viewer
}
A document has owners and viewers. Owners can edit. Owners and viewers can view. user:* lets a viewer relationship name every user, which is how a document is made public.
Check the file before going further:
mix run -e 'IO.inspect(Licet.Schema.parse(File.read!("priv/licet/schema.zed")))'

A mistake is reported with its line and column. Schema language describes everything a schema can contain.
Create the tables
Licet stores relationships, schema versions, and snapshots in three tables, inside a Postgres schema of their own (licet by default). Generate a migration for them and run it:
mix licet.gen.migration
mix ecto.migrate

The generator writes priv/repo/migrations/<timestamp>_install_licet.exs. Pass --prefix to use another Postgres schema name and --path to choose the file. The prefix must be a lowercase identifier: letters, digits, and underscores, starting with a letter or underscore.
Start an instance
Add Licet to your supervision tree after the repo:
children = [
  MyApp.Repo,
  {Licet,
   name: MyApp.Licet,
   repo: MyApp.Repo,
   schema: {:file, Application.app_dir(:my_app, "priv/licet/schema.zed")}},
  MyAppWeb.Endpoint
]
name identifies the instance. You pass it as the first argument of every Licet function. repo is the repo that holds the tables. schema is the schema to load at startup; when it differs from the stored one, Licet stores the new version, after checking that the change doesn't strand existing relationships.
The instance refuses to start if the migration hasn't run. All options are listed in the Licet module documentation.
Write relationships
A relationship is a fact such as "Ada owns document 1", written document:1#owner@user:ada. Write a batch with Licet.write/3:
{:ok, token} =
  Licet.write(MyApp.Licet, [
    {:create, "document:1#owner@user:ada"},
    {:create, "document:1#viewer@user:bob"}
  ])
All updates in a call succeed or fail together. The result is a consistency token for this write.
Check permissions
Licet.check(MyApp.Licet, "document:1", "edit", "user:ada", consistency: {:at_least, token})
#=> {:ok, :allowed}

Licet.check(MyApp.Licet, "document:1", "edit", "user:bob", consistency: {:at_least, token})
#=> {:ok, :denied}

Licet.check(MyApp.Licet, "document:1", "view", "user:bob", consistency: {:at_least, token})
#=> {:ok, :allowed}
The consistency option guarantees these checks see the write that produced token. Without it, a check reads a shared snapshot that is refreshed every 5 seconds by default, which is faster and cached but can briefly miss a recent write. Consistency explains how to choose.
Make the document public with a wildcard:
{:ok, token} = Licet.write(MyApp.Licet, [{:create, "document:1#viewer@user:*"}])

Licet.check(MyApp.Licet, "document:1", "view", "user:cara", consistency: {:at_least, token})
#=> {:ok, :allowed}
Write in a transaction
Licet writes join an open Repo.transaction/2. Create a record and its owner together, so neither exists without the other:
MyApp.Repo.transaction(fn ->
  document = MyApp.Repo.insert!(changeset)
  {:ok, _token} = Licet.write(MyApp.Licet, [{:create, "document:#{document.id}#owner@user:#{user.id}"}])
  document
end)
A check inside the transaction already sees the new relationship. If the transaction rolls back, the relationship is gone too. See Transactions.
Next steps
	Modeling permissions covers groups, hierarchies, and other common patterns.
	Phoenix integration shows checks in contexts, plugs, and LiveViews.
	Testing explains how to use Licet with the Ecto SQL sandbox.



  

    Concepts

Licet decides access from facts about how things relate to each other, instead of from roles attached to users. This page introduces the vocabulary used throughout the documentation, with one example that the other guides reuse.
The example
A small document app has users, teams, folders, and documents. Ada owns the "plans" folder. The "roadmap" document lives in that folder. Bob is a member of the engineering team, and the engineering team may view the roadmap.
The questions the app asks are: can Ada edit the roadmap? Can Bob view it? Which documents can Bob view?
Objects
An object is anything you want to protect or grant access to, written type:id:
	user:ada
	team:eng
	folder:plans
	document:roadmap

The type comes from your schema. The id is your own identifier, usually a primary key. Licet doesn't need a copy of the row itself, only its id.
Relationships
A relationship (also called a tuple) is one stored fact. It links a resource to a subject through a relation:
document:roadmap#parent@folder:plans
└─ resource ───┘ └rel─┘ └ subject ─┘
Read it as "folder plans is the parent of document roadmap". The example app stores these relationships:
folder:plans#owner@user:ada
document:roadmap#parent@folder:plans
team:eng#member@user:bob
document:roadmap#viewer@team:eng#member
The last one has a userset as its subject: team:eng#member means "every member of team eng". Usersets let one relationship grant access to a whole group, and the group can change without touching the document.
A subject can also be a wildcard, such as user:*, meaning every user. It's how you model public resources.
Relationships are written with Licet.write/3 and removed with Licet.write/3 or Licet.delete/3. Licet keeps a history of them for a configurable window, so a check can be answered as of an earlier moment. See Consistency.
The schema
The schema says which relations exist, which subjects each relation accepts, and how permissions are computed. It's written in SpiceDB's schema language:
definition user {}

definition team {
  relation member: user
}

definition folder {
  relation owner: user
  relation viewer: user | team#member

  permission edit = owner
  permission view = viewer + edit
}

definition document {
  relation parent: folder
  relation owner: user
  relation viewer: user | user:* | team#member

  permission edit = owner + parent->edit
  permission view = viewer + edit + parent->view
}
Each definition is an object type.
A relation is stored data. relation viewer: user | user:* | team#member accepts a single user, the wildcard for every user, or the members of a team.
A permission is computed and never stored. It combines relations and other permissions:
	+ is a union: either side grants.
	& is an intersection: both sides must grant.
	- is an exclusion: the left side grants unless the right side does.
	-> follows a relation to other objects and asks a permission there. parent->edit means "anyone who can edit the parent folder".

Modeling permissions shows common patterns, and Schema language is the full reference.
Checks and lookups
A check asks whether a subject has a permission on a resource:
Licet.check(MyApp.Licet, "document:roadmap", "edit", "user:ada")
#=> {:ok, :allowed}
Ada can edit the roadmap because she owns its parent folder: edit = owner + parent->edit follows parent to folder:plans, where edit = owner holds.
Licet.check(MyApp.Licet, "document:roadmap", "view", "user:bob")
#=> {:ok, :allowed}
Bob can view it through the userset: the roadmap's viewers include team:eng#member, and Bob is a member.
A lookup runs the question in one of two directions:
Licet.lookup_resources(MyApp.Licet, "document", "view", "user:bob")
#=> {:ok, ["roadmap"], nil}

Licet.lookup_subjects(MyApp.Licet, "document:roadmap", "view", "user")
#=> {:ok, [%{subject: "user:ada", excluded: []}, %{subject: "user:bob", excluded: []}], nil}
lookup_resources/5 lists what a subject can access when the candidate set is the permission graph. For a SQL-backed list page, page the table first and filter with check_bulk/3; see Phoenix. lookup_subjects/5 lists who has access, which is how you build a sharing dialog.
Consistency tokens
Every write returns a token that names the database transaction it committed in. A check that receives the token is guaranteed to see that write. Without one, a check reads a recent snapshot that the whole instance shares and caches. Consistency explains when each choice is right.
An instance
An instance is one running Licet, started in your supervision tree with a name, a repo, and a table prefix. Every function takes the instance name as its first argument. Most applications run exactly one.


  

    Cheatsheet

Setup
Migration
mix licet.gen.migration
mix ecto.migrate

Supervision tree
{Licet,
 name: MyApp.Licet,
 repo: MyApp.Repo,
 schema: {:file, Application.app_dir(:my_app, "priv/licet/schema.zed")}}
Schema
Definitions
definition user {}

definition team {
  relation member: user
}

definition document {
  relation parent: folder
  relation owner: user
  relation viewer: user | user:* | team#member
  permission edit = owner + parent->edit
  permission view = viewer + edit
}
Operators
	Syntax	Meaning
	a + b	either grants
	a & b	both grant
	a - b	a grants and b doesn't
	rel->perm	perm on any object in rel
	rel.any(perm)	same as rel->perm
	rel.all(perm)	perm on every object in rel
	nil	nothing
	user:*	every user
	team#member	members of a team

Precedence, tightest first: arrows, +, &, -.
Expiration
use expiration

definition document {
  relation viewer: user with expiration
}
Relationships
Text form
	Text	Meaning
	document:1#owner@user:ada	Ada owns document 1
	document:1#viewer@team:eng#member	team eng's members view it
	document:1#viewer@user:*	every user views it
	document:1#viewer@user:bob[expiration:2027-01-01T00:00:00Z]	until 2027

Writes
{:ok, token} =
  Licet.write(MyApp.Licet, [
    {:create, "document:1#owner@user:ada"},
    {:touch, "document:1#viewer@user:bob"},
    {:delete, "document:1#viewer@user:cara"}
  ])
:create fails if the relationship exists. :touch creates or updates it. :delete removes it.
Delete by filter
Licet.delete(MyApp.Licet, %{resource_type: "document", resource_id: "1"})
Read
{:ok, relationships} =
  Licet.read(MyApp.Licet, %{resource_type: "document", resource_id: "1"})
Queries
Check
Licet.check(MyApp.Licet, "document:1", "view", "user:ada")
#=> {:ok, :allowed}
Bulk check
Licet.check_bulk(MyApp.Licet, [
  %{resource: "document:1", permission: "view", subject: "user:ada"},
  %{resource: "document:2", permission: "view", subject: "user:ada"}
])
#=> {:ok, [{:ok, :allowed}, {:ok, :denied}]}
Lookup resources
{:ok, ids, cursor} =
  Licet.lookup_resources(MyApp.Licet, "document", "view", "user:ada", limit: 100)
Lookup subjects
{:ok, subjects, cursor} =
  Licet.lookup_subjects(MyApp.Licet, "document:1", "view", "user")
#=> [%{subject: "user:*", excluded: ["user:dan"]}, ...]
Explain
{:ok, :allowed, trace} = Licet.explain(MyApp.Licet, "document:1", "view", "user:ada")
Consistency
Modes
	Option	Sees
	:minimize_latency	a shared snapshot, cached (default)
	{:at_least, token}	at least the write behind token
	{:exact, token}	exactly the snapshot of token
	:full	the latest committed data, uncached

Usage
Licet.check(MyApp.Licet, "document:1", "view", "user:ada",
  consistency: {:at_least, token}
)
Errors
Shape
{:error, %Licet.Error{reason: :unknown_relation, message: message}}
Common reasons
	Reason	Cause
	:invalid_relationship	malformed tuple text
	:unknown_type	type not in the schema
	:unknown_relation	relation or permission not in the schema
	:already_exists	:create of an existing tuple
	:timeout	the check took longer than :timeout
	:unsafe_schema_change	stored tuples would be stranded

See Licet.Error for the full list.


  

    Modeling permissions

A Licet schema is a small program that turns stored relationships into permissions. This guide builds one up pattern by pattern, using the document app from Concepts. Each pattern is independent, so you can take the ones your application needs.
Relations and permissions
Keep two kinds of names apart. A relation is something you store: who owns a document, who belongs to a team. A permission is something you ask about: who can view, who can edit. Application code writes relations and checks permissions.
definition user {}

definition document {
  relation owner: user
  relation viewer: user

  permission edit = owner
  permission view = viewer + edit
}
Checking permissions rather than relations keeps the rules in one place. When editors later become able to view, only the schema changes; every Licet.check(..., "view", ...) call stays as it is.
Ownership
The simplest pattern is a relation and a permission that reads it:
document:1#owner@user:ada
Licet.check(name, "document:1", "edit", "user:ada") is allowed. Write the owner relationship in the same transaction that creates the record, as shown in Transactions.
Groups
Grant a whole group with a userset subject. The relation must list the userset type:
definition team {
  relation member: user
}

definition document {
  relation viewer: user | team#member
  permission view = viewer
}
team:eng#member@user:bob
document:1#viewer@team:eng#member
Bob can view document 1 because he's a member of team eng. Adding someone to the team gives them access to every document the team can view, without writing anything on the documents.
Groups can contain groups. relation member: user | team#member lets one team include another team's members.
Hierarchies
Arrows (->) follow a relation to another object and ask a permission there. This is how folders pass access to their documents:
definition folder {
  relation owner: user
  relation viewer: user
  permission view = viewer + owner
}

definition document {
  relation parent: folder
  relation viewer: user
  permission view = viewer + parent->view
}
folder:plans#viewer@user:cara
document:roadmap#parent@folder:plans
Cara can view the roadmap through its folder. Moving a document is a single write: delete its old parent relationship and create the new one.
An arrow can point at the same type, for nested folders:
definition folder {
  relation parent: folder
  relation viewer: user
  permission view = viewer + parent->view
}
parent->view is the same as parent.any(view). parent.all(view) grants only when every object in parent grants view, and grants nothing when there are none.
Public resources
A wildcard subject stands for every object of a type. The relation must allow it:
definition document {
  relation viewer: user | user:*
  permission view = viewer
}
document:1#viewer@user:*
Every user can now view document 1, including users created later. Delete the relationship to make it private again.
Exclusions
- removes subjects from a permission. It's the way to model a block list:
definition document {
  relation viewer: user | user:*
  relation banned: user
  permission view = viewer - banned
}
document:1#viewer@user:*
document:1#banned@user:dan
Every user can view document 1 except Dan. Licet.lookup_subjects/5 reports this as %{subject: "user:*", excluded: ["user:dan"]}.
Requiring two conditions
& grants only when both sides do. Use it when access needs two independent facts:
definition organization {
  relation member: user
}

definition document {
  relation org: organization
  relation viewer: user
  permission view = viewer & org->member
}
A viewer who has left the organization loses access, even though their viewer relationship is still stored.
Temporary access
Relationships can expire. Declare it once at the top of the schema, and mark the subject types that may carry an expiry:
use expiration

definition user {}

definition document {
  relation viewer: user | user with expiration
  permission view = viewer
}
document:1#viewer@user:guest[expiration:2027-01-01T00:00:00Z]
After that moment the relationship no longer counts, and garbage collection eventually removes it.
Operator precedence
Arrows bind tightest, then +, then &, then -, the same as SpiceDB. Operators of the same kind group to the left:
	Expression	Means
	a + b & c	(a + b) & c
	a - b & c	a - (b & c)
	a - b - c	(a - b) - c

Use parentheses whenever the intent isn't obvious to a reader.
Keeping checks fast
Each arrow and each userset hop is one more query. A few guidelines:
	Prefer shallow hierarchies. Every check stops with :depth_exceeded after max_depth hops (50 by default).
	Put the cheapest, most common path first in a union: viewer + parent->view can answer from viewer without following parent.
	A permission may refer to itself through an arrow, such as view = viewer + parent->view. A permission that refers to itself directly, such as view = view, is rejected when the schema is parsed.

Checking a model
mix licet.validate runs a SpiceDB validation file: a schema, test relationships, and assertions. Write one for your model and run it in CI. See Testing.


  

    Schema language

Licet reads the schema language of SpiceDB, usually stored in a .zed file. This page is the reference for everything Licet accepts. Modeling permissions shows how to use it.
Definitions
A schema is a list of definitions. Each definition declares an object type and contains its relations and permissions:
definition user {}

definition document {
  relation owner: user
  permission edit = owner
}
A type name may contain a slash to group related types, such as docs/folder.
Names
Type, relation, and permission names are lowercase and 3 to 64 characters long. They start with a letter, end with a letter or digit, and contain only letters, digits, and underscores. A type name may be several such segments joined by /, up to 128 characters in total.
Relations and permissions share one namespace per definition, so a definition can't have a relation and a permission with the same name.
Relations
A relation lists the subject types it accepts, separated by |:
relation viewer: user | user:* | team#member
	Subject type	Accepts	Example relationship
	user	one object of that type	document:1#viewer@user:ada
	user:*	the wildcard, meaning every object of that type	document:1#viewer@user:*
	team#member	a userset: every subject of that relation	document:1#viewer@team:eng#member

A relationship whose subject doesn't match one of the listed types is rejected when it's written, with :invalid_relationship. A wildcard type accepts only the id *.
Expiration
Relationships can carry an expiry. Enable it with use expiration at the top of the file, then add with expiration to the subject types that may expire:
use expiration

definition document {
  relation viewer: user | user with expiration
}
document:1#viewer@user:guest[expiration:2027-01-01T00:00:00Z]
with expiration without use expiration is an error, and so is an expiry on a subject type that doesn't allow one. An expired relationship stops counting at its expiry time.
Permissions
A permission is an expression over relations and other permissions of the same definition:
permission view = viewer + edit + parent->view
	Syntax	Meaning
	a + b	union: granted by either
	a & b	intersection: granted by both
	a - b	exclusion: granted by a and not by b
	rel->perm	arrow: granted by perm on any object in rel
	rel.any(perm)	the same as rel->perm
	rel.all(perm)	granted by perm on every object in rel; nothing when rel is empty
	nil	the empty set: grants nothing
	( ... )	grouping

Arrows
The left side of an arrow must be a relation of the same definition. The right side must be a relation or permission defined on at least one of that relation's subject types. Subject types that don't define it contribute nothing.
An arrow follows each relationship's subject object and ignores its subject relation. With relation parent: folder#viewer and permission view = parent->owner, a relationship document:1#parent@folder:a#viewer makes the check ask owner on folder:a.
Wildcard subjects are never followed by an arrow.
Precedence
Operators bind the same way as in SpiceDB, tightest first:
	->, .any(), .all()
	+
	&
	-

Operators of the same kind group to the left. So a - b & c is a - (b & c), and a & b + c is a & (b + c).
Recursion
A permission may refer to itself through an arrow, as in permission view = viewer + parent->view, which walks a hierarchy. A permission that refers to itself without an arrow, such as permission view = view, is rejected. At check time, a walk that revisits the same object and permission stops with :cycle, and one longer than max_depth hops stops with :depth_exceeded.
Comments
// starts a comment that runs to the end of the line.
Not supported
These SpiceDB features are rejected with an error naming them:
	caveat definitions and caveated subject types
	use self and self

See Limitations for the reasons and alternatives.
Differences from SpiceDB
Licet rejects an arrow whose right side isn't defined on any subject type of its relation. SpiceDB accepts that schema and reports a lint warning.
Errors and printing
Licet.Schema.parse/1 returns {:error, %Licet.Error{reason: :invalid_schema}} with the line and column of the problem in details. Licet.Schema.to_zed/1 prints a parsed schema back as text that parses to the same definitions. Comments aren't preserved.


  

    Phoenix integration

This guide shows where Licet fits in a Phoenix application: granting access when a record is created, checking access in contexts, filtering lists, and common plug and LiveView patterns. The runnable JSON blog in examples/blog implements create, fetch, and list with this schema. The plug, LiveView, and sharing sections below are patterns that go beyond that example.
definition user {}

definition post {
  relation owner: user
  relation viewer: user
  permission view = owner + viewer
}
Starting Licet
Start Licet after the repo and before the endpoint, so it's ready before the first request arrives:
children = [
  MyApp.Repo,
  {Licet,
   name: MyApp.Licet,
   repo: MyApp.Repo,
   schema: {:file, Application.app_dir(:my_app, "priv/licet/schema.zed")}},
  {Phoenix.PubSub, name: MyApp.PubSub},
  MyAppWeb.Endpoint
]
Use Application.app_dir/2 for the schema path so it resolves inside a release.
Granting access when a record is created
Write the owner relationship in the same transaction as the insert. If either fails, both roll back, so there's never a post without an owner or an owner of a post that doesn't exist:
defmodule MyApp.Posts do
  alias MyApp.{Post, Repo}

  def create_post(author_id, attrs) when is_binary(author_id) do
    changeset = Post.changeset(%Post{}, Map.put(attrs, :author_id, author_id))

    Ecto.Multi.new()
    |> Ecto.Multi.insert(:post, changeset)
    |> Ecto.Multi.run(:grant, fn _repo, %{post: post} ->
      Licet.write(MyApp.Licet, [{:create, "post:#{post.id}#owner@user:#{author_id}"}])
    end)
    |> Repo.transaction()
  end
end
Ecto.Multi.run/3 is used here because the relationship needs the id of the inserted post. When the relationships are known up front, Licet.Multi.write(multi, MyApp.Licet, :grant, updates) is shorter.
The result includes the write's token in :grant. Keep it if the next request must see the new access immediately, as described below.
Checking in a context
Put the authorization check next to the data access it protects, so every caller gets it. At the context boundary, treat both denial and a Licet error (for example a timeout) as :not_found, so a failed check never reveals that a record exists and never opens access by accident:
def fetch_post(user_id, id) when is_binary(user_id) do
  case Licet.check(MyApp.Licet, "post:#{id}", "view", "user:#{user_id}") do
    {:ok, :allowed} ->
      case Repo.get(Post, id) do
        nil -> {:error, :not_found}
        post -> {:ok, post}
      end

    {:ok, :denied} ->
      {:error, :not_found}

    {:error, _error} ->
      {:error, :not_found}
  end
end
Checking in a plug
A function plug can protect a group of routes. This pattern is not in the blog example; use it when you have authenticated current_user assigns:
defmodule MyAppWeb.Authorize do
  import Plug.Conn

  def init(opts), do: opts

  def call(conn, type: type, permission: permission, param: param) do
    user = conn.assigns.current_user
    resource = "#{type}:#{conn.path_params[param]}"

    case Licet.check(MyApp.Licet, resource, permission, "user:#{user.id}") do
      {:ok, :allowed} ->
        conn

      _denied_or_error ->
        conn
        |> put_status(:not_found)
        |> Phoenix.Controller.put_view(MyAppWeb.ErrorHTML)
        |> Phoenix.Controller.render(:"404")
        |> halt()
    end
  end
end
plug MyAppWeb.Authorize, [type: "post", permission: "view", param: "id"] when action in [:show]
Checking in a LiveView
An on_mount hook checks access when a LiveView mounts, both on the first HTTP request and when the socket connects:
defmodule MyAppWeb.PostAuth do
  import Phoenix.LiveView

  def on_mount(permission, %{"id" => id}, _session, socket) do
    user = socket.assigns.current_user

    case Licet.check(MyApp.Licet, "post:#{id}", permission, "user:#{user.id}") do
      {:ok, :allowed} -> {:cont, socket}
      _denied_or_error -> {:halt, socket |> put_flash(:error, "Not found") |> redirect(to: "/")}
    end
  end
end
live_session :posts, on_mount: [{MyAppWeb.UserAuth, :ensure_authenticated}] do
  live "/posts/:id", PostLive.Show
end

defmodule MyAppWeb.PostLive.Show do
  use MyAppWeb, :live_view

  on_mount {MyAppWeb.PostAuth, "view"}
end
on_mount runs only when the LiveView mounts. Check again inside handle_event/3 before any action that changes data, because access may have been revoked while the page was open.
Filtering lists
When the posts already live in your tables, page them in SQL and filter the page with Licet.check_bulk/3. That is what examples/blog does:
def list_posts(user_id, opts \\ []) when is_binary(user_id) do
  limit = Keyword.get(opts, :limit, 20)
  after_id = Keyword.get(opts, :after_id)

  query =
    from(p in Post,
      order_by: [desc: p.id],
      limit: ^limit
    )

  query =
    if after_id do
      from(p in query, where: p.id < ^after_id)
    else
      query
    end

  candidates = Repo.all(query)

  checks =
    Enum.map(candidates, fn post ->
      %{resource: "post:#{post.id}", permission: "view", subject: "user:#{user_id}"}
    end)

  case Licet.check_bulk(MyApp.Licet, checks) do
    {:ok, results} ->
      posts =
        candidates
        |> Enum.zip(results)
        |> Enum.filter(fn {_post, result} -> result == {:ok, :allowed} end)
        |> Enum.map(fn {post, _result} -> post end)

      {:ok, posts}

    {:error, _error} ->
      {:ok, []}
  end
end
A page can be shorter than limit when some rows are denied. If check_bulk itself fails (for example the snapshot can't be resolved), return an empty list so the page fails closed. Prefer this over Licet.lookup_resources/5 when SQL already names the candidates: a lookup computes the full result before paging and fails with :lookup_too_large past max_lookup. Use lookup_resources/5 when the candidate set is the permission graph itself; see Operations.
Seeing your own writes
By default a check reads a shared snapshot that is refreshed every few seconds. After a user creates a post and is redirected to it, the next request might not see the new owner relationship yet. Two ways to handle it:
	Pass the token along and check with consistency: {:at_least, token}. It's a string, so it can travel in the session, the flash, or a query parameter.
	Check with consistency: :full on the pages that follow a write, such as the redirect after create.

Inside the same transaction as the write, checks always see it. See Consistency for details.
Sharing
A sharing dialog needs both directions. Licet.lookup_subjects/5 lists who can view a post, and a write adds a viewer:
{:ok, viewers, _cursor} = Licet.lookup_subjects(MyApp.Licet, "post:#{id}", "view", "user")

{:ok, _token} = Licet.write(MyApp.Licet, [{:touch, "post:#{id}#viewer@user:#{friend_id}"}])
:touch creates the relationship, or keeps an existing one and updates its expiration, so sharing twice isn't an error. :create fails with :already_exists instead.


  

    Consistency

Authorization data changes while your application runs: someone is shared on a document, someone leaves a team. Every check has to decide which version of that data to read. Reading the newest data is always correct but costs a database round trip and can't be cached. Reading a slightly older snapshot is faster and cacheable, but can miss a change made a moment ago.
Licet lets you choose per call, with the :consistency option.
Tokens
Every write returns a token:
{:ok, token} = Licet.write(MyApp.Licet, [{:create, "document:1#viewer@user:bob"}])
The token names the Postgres transaction that stored the write. It's an opaque string, safe to put in a session, a URL, or a job's arguments. Pass it back to a later call to say "read at least this write" or "read exactly what this write saw".
Licet.delete/3 and Licet.write_schema/3 return tokens too.
Modes
	Mode	What a check reads	Cached
	:minimize_latency (default)	A snapshot shared by the instance, refreshed every quantization milliseconds (5 seconds by default)	yes
	{:at_least, token}	The shared snapshot if it already includes the token's write, otherwise a fresh one	yes, outside a transaction
	{:exact, token}	The snapshot recorded with the token's write	yes, outside a transaction
	:full	A fresh snapshot of everything committed	no

Licet.check(MyApp.Licet, "document:1", "view", "user:bob")
Licet.check(MyApp.Licet, "document:1", "view", "user:bob", consistency: {:at_least, token})
Licet.check(MyApp.Licet, "document:1", "view", "user:bob", consistency: {:exact, token})
Licet.check(MyApp.Licet, "document:1", "view", "user:bob", consistency: :full)
The option works the same on check/5, check_bulk/3, lookup_resources/5, lookup_subjects/5, explain/5, and read/3.
Choosing a mode
:minimize_latency suits most checks: page renders, API requests, list filtering. A change becomes visible to them within one refresh interval. Lower quantization to shorten that window, at the cost of more frequent snapshot queries and a less effective cache.
{:at_least, token} is for reading your own writes. After a user shares a document and is redirected to it, pass the token from the share so the next page is guaranteed to see it. It costs nothing extra when the shared snapshot is already new enough.
{:exact, token} answers a question as of a specific moment. Use it to reproduce a past decision, or to make several calls agree with each other. It returns {:error, %Licet.Error{reason: :snapshot_expired}} once garbage collection has removed that moment's history, after gc_window seconds (one day by default).
:full is for decisions where staleness is unacceptable, such as removing someone's access before deleting their data. It never uses the cache.
The "new enemy" problem
Consider a document with one viewer, and two changes made in order: first Dan is banned from the document, then a secret is added to it. A check that sees the second change but not the first would let Dan read the secret.
Licet prevents this. A snapshot always contains a write together with every write that committed before it, so no mode can observe the secret without the ban. Tokens carry that guarantee across requests and nodes: a check {:at_least, token} with the secret's token is certain to see the ban.
Inside a transaction
A check made inside an open Repo.transaction/2 that has already written to the database reads on the transaction's own connection. It sees that transaction's uncommitted writes, whatever mode is requested (except {:exact, token}, which reads the token's snapshot), and it skips the cache. See Transactions.
Errors
	Reason	When
	:token_invalid	The token is malformed or wasn't issued by Licet.
	:token_not_committed	The token's transaction rolled back, or is still open on another connection.
	:snapshot_expired	{:exact, token} for a moment older than gc_window.
	:invalid_config	The :consistency value isn't one of the four modes.

Caching
The cache stores the answer of each check, keyed by the exact snapshot it was computed at. An answer computed at one snapshot is never served for another, so the cache can't make a check see older data than its mode allows. Errors aren't cached.


  

    Transactions

Because Licet stores relationships in your database, its writes can be part of your own transactions. This is the main reason to embed authorization instead of calling a separate service: creating a record and granting access to it either both happen or neither does.
Joining a transaction
Licet.write/3, Licet.import/3, and Licet.delete/3 join the caller's Repo.transaction/2 when one is open on the same repo. Otherwise each opens its own transaction.
Licet.write_schema/3 is the exception: it returns {:error, %Licet.Error{reason: :in_transaction}} inside an open transaction, because the new schema is published to the node before your transaction could roll it back.
MyApp.Repo.transaction(fn ->
  document = MyApp.Repo.insert!(changeset)

  {:ok, _token} =
    Licet.write(MyApp.Licet, [{:create, "document:#{document.id}#owner@user:#{user.id}"}])

  document
end)
If the insert raises or the transaction is rolled back, the relationship disappears with it.
A Licet write inside your transaction runs under a savepoint. If it fails, Licet undoes its own changes back to that savepoint and returns {:error, %Licet.Error{}}. Your transaction is still usable, and you decide what to do: roll back with Repo.rollback/1, or carry on.
MyApp.Repo.transaction(fn ->
  case Licet.write(MyApp.Licet, [{:create, "document:1#owner@user:ada"}]) do
    {:ok, token} -> token
    {:error, %Licet.Error{} = error} -> MyApp.Repo.rollback(error)
  end
end)
Reading your own writes
A check inside the transaction runs on the same connection and sees the uncommitted write:
MyApp.Repo.transaction(fn ->
  {:ok, _token} = Licet.write(MyApp.Licet, [{:create, "document:1#owner@user:ada"}])
  {:ok, :allowed} = Licet.check(MyApp.Licet, "document:1", "edit", "user:ada")
end)
These checks skip the shared cache, because their answer depends on data nobody else can see yet.
Other connections can't see the write until the transaction commits. A token from an uncommitted write is rejected on another connection with :token_not_committed, and after a rollback it's rejected everywhere.
Ecto.Multi
Licet.Multi.write/5 adds a write as a named step of an Ecto.Multi:
Ecto.Multi.new()
|> Ecto.Multi.insert(:document, changeset)
|> Licet.Multi.write(MyApp.Licet, :grant, [{:create, "document:1#owner@user:ada"}])
|> MyApp.Repo.transaction()
#=> {:ok, %{document: %Document{}, grant: "v1.eyJ..."}}
The step's value is the write's token. When the updates depend on an earlier step, such as the id of an inserted row, use Ecto.Multi.run/3:
Ecto.Multi.new()
|> Ecto.Multi.insert(:document, changeset)
|> Ecto.Multi.run(:grant, fn _repo, %{document: document} ->
  Licet.write(MyApp.Licet, [{:create, "document:#{document.id}#owner@user:#{user.id}"}])
end)
|> MyApp.Repo.transaction()
A failing Licet step returns {:error, :grant, %Licet.Error{}, changes_so_far}, like any other step.
Preconditions
A write can require that some relationships exist, or don't, at the moment it runs. Preconditions are checked inside the write's transaction, so nothing can change between the check and the write:
Licet.write(
  MyApp.Licet,
  [{:create, "document:1#owner@user:ada"}],
  preconditions: [
    {:must_not_match, %{resource_type: "document", resource_id: "1", relation: "owner"}}
  ]
)
This creates an owner only if the document has none yet. {:must_match, filter} fails when no relationship matches the filter, and {:must_not_match, filter} fails when one does. A failed precondition returns {:error, %Licet.Error{reason: :precondition_failed}} and writes nothing.
A filter is a map with any of :resource_type, :resource_id, :relation, :subject_type, :subject_id, and :subject_relation.
Atomic batches
All updates in one Licet.write/3 call apply together, even outside a transaction. The default maximum is 1,000 updates per call (max_updates), and 10,000 for Licet.import/3 (max_import). Split larger batches yourself, inside one Repo.transaction/2 if they must be atomic.


  

    Testing

Licet stores everything in Postgres, so it works with the Ecto.Adapters.SQL.Sandbox you already use in tests. This guide shows two approaches, testing your application with a real instance and testing your permission model on its own.
Using your application's instance
The simplest setup uses the instance your application already starts. Run the Licet migration in the test database like any other migration, and the sandbox isolates each test's writes:
test "owners can edit their documents", %{user: user} do
  {:ok, document} = MyApp.Documents.create(user, %{title: "Plan"})

  assert {:ok, :allowed} =
           Licet.check(MyApp.Licet, "document:#{document.id}", "edit", "user:#{user.id}")
end
The check sees the test's uncommitted writes because, under the sandbox, the test runs inside a transaction. Start the instance with gc_interval: false in the test environment, so the garbage collector doesn't run during tests.
One instance per test
For async: true tests that change the schema, or for testing a library built on Licet, start a separate instance per test with its own table prefix. Licet.Testing.migrate!/2 creates the tables for a prefix:
setup do
  prefix = "t#{System.unique_integer([:positive])}"
  Licet.Testing.migrate!(MyApp.Repo, prefix)

  name = Module.concat(MyApp.LicetTest, prefix)

  start_supervised!(
    {Licet,
     name: name,
     repo: MyApp.Repo,
     prefix: prefix,
     schema: {:file, "priv/licet/schema.zed"},
     gc_interval: false}
  )

  %{licet: name}
end

test "viewers can view", %{licet: licet} do
  {:ok, _token} = Licet.write(licet, [{:create, "document:1#viewer@user:ada"}])
  assert {:ok, :allowed} = Licet.check(licet, "document:1", "view", "user:ada")
end
The tables are created inside the test's sandbox transaction, so they disappear when the test ends.
Processes and the sandbox
Licet runs its queries in the calling process, so a check from the test process uses the test's sandbox connection. When your own code calls Licet from a process the test spawned, give that process access with Licet.Testing.allow/3:
test_pid = self()

Task.async(fn ->
  Licet.Testing.allow(MyApp.Repo, test_pid, self())
  Licet.check(MyApp.Licet, "document:1", "view", "user:ada")
end)
With the sandbox in shared mode, Ecto.Adapters.SQL.Sandbox.mode(MyApp.Repo, {:shared, self()}), no allowance is needed.
Testing the permission model
A permission model deserves its own tests, independent of the rest of the application. Licet runs SpiceDB validation files, the YAML that the SpiceDB playground exports and zed validate reads:
schema: |-
  definition user {}

  definition document {
    relation owner: user
    relation viewer: user | user:*
    permission view = owner + viewer
  }

relationships: |-
  document:roadmap#owner@user:ada
  document:roadmap#viewer@user:bob

assertions:
  assertTrue:
    - "document:roadmap#view@user:ada"
    - "document:roadmap#view@user:bob"
  assertFalse:
    - "document:roadmap#view@user:cara"

validation:
  document:roadmap#view:
    - "[user:ada] is <document:roadmap#owner>"
    - "[user:bob] is <document:roadmap#viewer>"
	assertions lists checks that must be allowed (assertTrue) or denied (assertFalse).
	validation lists, for each resource#permission, every subject that has it and the relations that grant it. A wildcard is written with its exclusions, as in [user:* - {user:dan}].

Run a file from the command line, for example in CI:
mix licet.validate test/permissions/documents.yaml

Or from ExUnit:
test "document permissions" do
  assert :ok = Licet.Validate.run_file("test/permissions/documents.yaml")
end
Failures use the same messages as SpiceDB. The file runs in memory and doesn't need a database.
Writing the validation section by hand is tedious. Licet.Validate.expected_relations/1 computes it from the schema and relationships, in the same format the playground writes, so you can review it once and commit it.
Licet.Validate.explain/2 explains one assertion line against the YAML file. For a running instance and Postgres relationships, use Licet.explain/5 instead; see Operations.
	Function	Relationships	When to use
	Licet.Validate.explain/2	Validation YAML (in memory)	This guide, CI, the playground
	Licet.explain/5	A running Licet instance	Production debugging

A playground
The repository includes examples/playground, a small Phoenix app for editing a validation file in the browser. It checks the file as you type, imports and exports playground YAML, recomputes the expected relations, and explains one check with Licet.Validate.explain/2. It needs no database:
cd examples/playground
mix setup
mix phx.server



  

    Operations

This guide covers running Licet in production: configuration, schema changes, lookups at scale, debugging a check, garbage collection, and running on several nodes.
Configuration
All options are given in the child spec. Only name and repo are required:
	Option	Default	Meaning
	name	required	Instance name passed to every function
	repo	required	The Ecto.Repo that holds Licet's tables
	prefix	"licet"	Postgres schema that holds the tables
	schema	nil	{:file, path} or {:string, source} to load at startup; nil keeps the stored schema
	quantization	5_000	Milliseconds between refreshes of the shared snapshot
	timeout	5_000	Milliseconds allowed for one check or lookup
	max_depth	50	Arrow and userset hops in one check
	max_lookup	10_000	Results computed by one lookup
	max_updates	1_000	Updates in one Licet.write/3
	max_import	10_000	Relationships in one Licet.import/3
	max_preconditions	1_000	Preconditions on one write
	gc_interval	300_000	Milliseconds between garbage collections, or false to disable
	gc_window	86_400	Seconds of history to keep
	gc_batch	1_000	Rows deleted per garbage collection batch

The Licet module documentation describes each option in detail.
Schema changes
The schema can change in two ways:
	Deploy a new schema file. When an instance starts with a schema that differs from the stored one, it stores the new version.
	Call Licet.write_schema/3 at runtime, outside any transaction.

Either way, Licet first compares the new schema with the relationships that are stored, and refuses with :unsafe_schema_change when the change would leave some of them meaningless:
	a removed definition or relation still has relationships
	use expiration is removed while relationships still carry an expiry
	a relation no longer accepts a subject type that still has relationships

When an instance refuses its configured schema, it doesn't start, so a bad deploy fails fast instead of silently revoking access.
To narrow a schema safely, use two deploys:
	Stop writing the relationships you're about to make invalid, and delete the existing ones with Licet.delete/3.
	Deploy the narrower schema.

Widening a schema, such as adding a relation, a permission, or a subject type, is always accepted.
Lookups at scale
Lookups return pages, sorted by id:
{:ok, ids, cursor} =
  Licet.lookup_resources(MyApp.Licet, "document", "view", "user:ada", limit: 100)

{:ok, more_ids, nil} =
  Licet.lookup_resources(MyApp.Licet, "document", "view", "user:ada", cursor: cursor, limit: 100)
A nil cursor means there are no more pages. The default page size is 100.
Each lookup computes the full result before returning a page, and fails with :lookup_too_large when it exceeds max_lookup. For permissions that can reach many objects, such as anything granted through a wildcard, prefer a check per object, or filter in SQL first and check the remaining candidates with Licet.check_bulk/3.
Licet.lookup_subjects/5 takes a subject type: "user" for users, or "team#member" for team memberships. Each result names a subject and the ids it excludes:
Licet.lookup_subjects(MyApp.Licet, "document:1", "view", "user")
#=> {:ok, [%{subject: "user:*", excluded: ["user:dan"]}, %{subject: "user:tom", excluded: []}], nil}
Only a wildcard excludes anything. user:* with user:dan excluded means every user except Dan. Concrete subjects are listed even when a wildcard also covers them, and a userset counts as a member of itself, so team:eng#member is listed when the lookup reaches it.
Debugging a check
There are two explain APIs. Use the one that matches where the relationships live:
	Function	Relationships	When to use
	Licet.explain/5	A running Licet instance (Postgres)	Debug a live check in your app
	Licet.Validate.explain/2	A validation YAML file (in memory)	CI, mix licet.validate, or the playground

Licet.explain/5 returns the answer and a trace of the permissions it evaluated:
{:ok, :allowed, trace} = Licet.explain(MyApp.Licet, "document:1", "view", "user:ada")

trace
#=> %{
#=>   resource: "document:1",
#=>   permission: "view",
#=>   result: :allowed,
#=>   children: [%{resource: "folder:plans", permission: "view", result: :allowed, children: [...]}]
#=> }
Each node names a resource and permission, its result, and the nodes evaluated beneath it. When the check is allowed, the trace follows the path that granted access. When it's denied, the trace is shallower: it shows the relations checked directly on the resource, but not the objects an arrow or userset reached without finding the subject. Explain follows the same path as a check but runs sequentially and never uses the cache, so it's slower. Use it to debug, not to serve requests.
Garbage collection
Deletes and expired relationships aren't removed immediately: Licet keeps history so that tokens can be read at their exact snapshot. A garbage collector deletes history older than gc_window every gc_interval, in batches of gc_batch rows.
On several nodes, only one collects at a time. Each pass takes a Postgres advisory lock, and the others skip that pass.
Set gc_interval: false to disable automatic collection, for example in tests or to run it from a scheduled job. Licet.GC.collect/1 runs a pass immediately.
Several nodes
Each node runs its own instance against the same database, with the same options. The shared snapshot and the cache are per node, so two nodes can briefly disagree under :minimize_latency, by at most one quantization interval. Schema changes travel the same way: each instance polls the stored schema every quantization milliseconds, so a Licet.write_schema/3 on one node reaches the others within one interval. Pass tokens between requests when a user must see their own writes on whichever node serves them. See Consistency.
Monitoring
Licet emits telemetry events for checks, lookups, writes, and cache hits and misses. See Telemetry for the events and an example of metrics.
Table layout
Licet uses three tables in its prefix: relationships, transactions, and schemas. Treat them as private and change them only through Licet. Design describes them for the curious.


  

    Telemetry

Licet emits :telemetry events for checks, lookups, writes and imports, and the check cache. Attach handlers to them to export metrics or log slow queries.
Span events
Checks, lookups, and writes are wrapped in :telemetry.span/3. Each emits a :start event, then either :stop or :exception:
	Event prefix	Emitted by	Metadata
	[:licet, :check]	Licet.check/5	:resource, :permission, :subject
	[:licet, :lookup]	Licet.lookup_resources/5	:resource_type, :permission, :subject
	[:licet, :lookup]	Licet.lookup_subjects/5	:resource, :permission, :subject_type
	[:licet, :write]	Licet.write/3, Licet.import/3	:count, the number of updates

Measurements follow the :telemetry.span/3 convention:
	:start has :system_time and :monotonic_time.
	:stop has :duration and :monotonic_time.
	:exception has :duration and :monotonic_time, and its metadata adds :kind, :reason, and :stacktrace.

Durations are in native time units. Convert them with System.convert_time_unit/3.
A check that returns {:error, _} still ends with a :stop event. :exception is emitted only when the call raises.
These functions emit no span event: Licet.check_bulk/3, Licet.read/3, Licet.delete/3, Licet.explain/5, and Licet.write_schema/3. check_bulk/3 does emit cache events, below.
Cache events
Each check outside a transaction first looks in the cache. Licet.check_bulk/3 looks up each distinct item, so a bulk call emits one cache event per distinct check:
	Event	Measurements	Metadata
	[:licet, :cache, :hit]	%{count: 1}	%{}
	[:licet, :cache, :miss]	%{count: 1}	%{}

Checks inside a transaction and checks with consistency: :full skip the cache and emit neither event.
Metrics
With telemetry_metrics, for example in your application's telemetry supervisor:
import Telemetry.Metrics

[
  summary("licet.check.stop.duration", unit: {:native, :millisecond}),
  summary("licet.lookup.stop.duration", unit: {:native, :millisecond}),
  summary("licet.write.stop.duration", unit: {:native, :millisecond}),
  sum("licet.write.stop.count", measurement: fn _measurements, metadata -> metadata.count end),
  counter("licet.cache.hit.count"),
  counter("licet.cache.miss.count")
]
Logging slow checks
:telemetry.attach(
  "licet-slow-checks",
  [:licet, :check, :stop],
  fn _event, %{duration: duration}, metadata, _config ->
    ms = System.convert_time_unit(duration, :native, :millisecond)

    if ms > 50 do
      Logger.warning("slow Licet check: #{ms}ms #{inspect(metadata)}")
    end
  end,
  nil
)
Use a module function instead of an anonymous function in production, as the :telemetry documentation recommends.


  

    Security

Authorization code is security code. This page explains how Licet handles untrusted input and what remains your responsibility.
Your responsibilities
Authenticate first. Licet answers whether a subject has a permission. It doesn't know who the current user is. Build the subject string from the authenticated user, such as "user:#{current_user.id}", never from request parameters.
Fail closed. Treat {:error, _} from a check as a denial. A check can fail because of a timeout, a depth limit, or a database problem, and none of those should grant access.
case Licet.check(MyApp.Licet, resource, "edit", subject) do
  {:ok, :allowed} -> :ok
  _denied_or_error -> {:error, :forbidden}
end
Check on every action that changes data. A LiveView that checked on mount should check again before handling an event that writes. See Phoenix integration.
Choose the consistency mode deliberately. The default can be a few seconds behind. Revoking access and then immediately relying on the revocation needs a token or :full. See Consistency.
Pick the instance name in code. The instance name is an atom chosen by your application, never derived from user input.
Untrusted input
Licet treats schema text, object ids, relationship text, tokens, and cursors as untrusted data.
	No atoms. Type, relation, and permission names stay strings. Licet never creates atoms from input, so it can't exhaust the atom table.
	No term decoding. Tokens and cursors are base64-encoded JSON, validated by shape, and tokens have a size limit. Neither is ever passed to :erlang.binary_to_term/1.
	Parameterized SQL. Every value is a query parameter. The only interpolated identifier is the table prefix, which is validated against ^[a-z_][a-z0-9_]{0,62}$ when the instance starts.
	Validated ids. An object id is * or 1 to 1024 characters from [A-Za-z0-9/_|=\-+]. A resource can't be a wildcard.
	Safe YAML. Validation files are read with atoms: false.

Tokens and cursors aren't secret and aren't signed. A forged token can at most ask for a snapshot that exists or fail with :token_invalid; it can't grant access.
Resource limits
Every query and write is bounded by the instance options, so one request can't monopolize the database:
	Option	Bounds	Default
	max_updates	updates in one Licet.write/3	1,000
	max_import	relationships in one Licet.import/3	10,000
	max_preconditions	preconditions on one write	1,000
	max_depth	arrow and userset hops in one check	50
	max_lookup	results computed by one lookup	10,000
	timeout	milliseconds for one check or lookup	5,000

Lower them if your schema doesn't need the headroom.
Data integrity
	Schema changes are checked. Licet.write_schema/3, and starting an instance with a new schema, fail with :unsafe_schema_change when the new schema would ignore relationships that are still stored, such as removing a relation that has data. Delete the relationships first, then change the schema.
	Cache answers are scoped to a snapshot. A cached answer is only reused for the exact snapshot it was computed at. Errors aren't cached, and checks inside a transaction or with :full don't use the cache.
	History is kept for gc_window. Garbage collection keeps every transaction newer than gc_window seconds, so a token from that window can still be read exactly.

Reporting a vulnerability
Report security issues privately to the maintainers listed in the repository, before opening a public issue.


  

    Migrating to or from SpiceDB

Licet and SpiceDB read the same schema language and the same relationship format, so moving between them is mostly a matter of copying data. This guide covers both directions.
Before you start, check that your schema stays inside what Licet supports. Limitations lists the differences, chiefly caveats and self.
From SpiceDB to Licet
1. Check the schema. Export it with zed schema read, then parse it with Licet:
{:ok, schema} = Licet.Schema.parse(File.read!("schema.zed"))
An unsupported feature fails with :invalid_schema and names the feature.
2. Create the tables in your application's database:
mix licet.gen.migration
mix ecto.migrate

3. Start an instance with the schema, as in Getting started.
4. Copy the relationships. Export them from SpiceDB in the text form resource:id#relation@subject:id, for example with zed relationship read, and load them in batches with Licet.import/3:
"relationships.txt"
|> File.stream!()
|> Stream.map(&String.trim/1)
|> Stream.reject(&(&1 == ""))
|> Stream.chunk_every(10_000)
|> Enum.each(fn batch -> {:ok, _token} = Licet.import(MyApp.Licet, batch) end)
Licet.import/3 only creates relationships and fails with :already_exists if one is already stored. Each batch is atomic, so a failed batch can be retried after you fix it.
5. Compare before switching. Keep SpiceDB running and send the same checks to both, through Licet.check/5 and your SpiceDB client, until they agree. A SpiceDB validation file with assertions is a convenient way to test the model itself: mix licet.validate runs it against Licet.
6. Switch reads, then writes. Point checks and lookups at Licet. Once you're confident, move writes too and retire SpiceDB.
From Licet to SpiceDB
1. Copy the schema. The text you gave Licet is valid SpiceDB schema. Write it with zed schema write.
2. Export the relationships. Licet.read/3 returns the stored relationships that match a filter, which must name at least one field. Read each resource type and print the text form:
for type <- ["document", "folder", "team"] do
  {:ok, relationships} =
    Licet.read(MyApp.Licet, %{resource_type: type}, consistency: :full)

  Enum.map(relationships, &Licet.Relationship.to_string/1)
end
Then import the lines into SpiceDB, for example with zed import or the WriteRelationships API.
Tokens
Consistency tokens don't transfer in either direction. A Licet token names a transaction in your Postgres database, and SpiceDB issues its own ZedTokens. After a migration, start with fresh tokens.


  

    Limitations

Licet implements most of SpiceDB's schema language and query API inside your application. This page lists what it doesn't do, so you can decide early whether it fits.
Not supported
Caveats. SpiceDB's caveat blocks attach CEL expressions to relationships, for example "only during business hours". Licet rejects a schema that declares one. Put conditions like these in your application code, next to the call to Licet.check/5.
self. The use self directive and the self keyword are rejected.
Watch. There is no stream of relationship changes. Code that needs to react to permission changes should broadcast them itself, for example with Phoenix.PubSub after a write commits.
A network service. Licet runs inside one application and its database. It doesn't expose SpiceDB's gRPC or HTTP API, and other services can't call it. If several services in different languages need the same permissions, run SpiceDB.
Read replicas and materialized permissions. Every query reads the primary database through your repo, and permissions are computed when they are asked for.
Differences from SpiceDB
Licet accepts the same schemas as SpiceDB with one exception. An arrow whose right-hand name isn't defined on any subject type of its relation is an error in Licet. SpiceDB only reports it as a lint warning.
Consistency tokens don't transfer between the two. A Licet token names a Postgres transaction in your database.
Developing a validation file
mix licet.validate checks a SpiceDB validation file in the terminal. For a browser editor, the repository includes examples/playground, a small Phoenix app that checks the file as you type. See Testing.


  

    Design

Licet stores relationship tuples in Postgres and evaluates them in Elixir. The storage shape follows SpiceDB's Postgres datastore: each write is a transaction id, and reads use a snapshot so a check can be repeated later and see the same tuples.
Tables
Each instance uses one schema prefix (default licet). Three tables live there.
relationships holds one row per tuple. subject_relation is '' when the subject is a concrete object or a wildcard, never NULL. deleted_xid is NULL while the row is alive. A partial unique index on the six identity columns WHERE deleted_xid IS NULL stops two living copies of the same tuple.
Reads go in two directions: from a resource (checks) and from a subject (lookups). Each direction has two partial indexes, one for living rows and one for deleted rows (WHERE deleted_xid IS NOT NULL). A snapshot can still see a row that was deleted after it, so reads must consider deleted rows too. Indexing them by the lookup columns keeps a read fast while many deleted rows wait for garbage collection. A third index on deleted_xid serves the collector.
transactions records the xid8 of a Licet write, the pg_snapshot taken for that write, and the database clock time. Tokens point at this row. They do not embed the snapshot as the source of truth.
schemas stores the exact schema text, its sha256, and the xid that created it. A new schema tombstones the previous row in the same write.
Visibility
A row is visible at a revision when all of these hold:
	it was created by this transaction, or pg_visible_in_snapshot(created_xid, snapshot)
	it is not deleted, or the delete is not this transaction and is not visible in the snapshot
	expires_at is NULL or later than the revision time

pg_current_snapshot() does not treat the current transaction's xid as visible. Licet therefore passes that xid as its own xid and matches created_xid by equality. That is how a check inside a transaction sees the write that has not committed yet.
The write path calls pg_current_xact_id() before pg_current_snapshot(), then inserts the transactions row, then applies preconditions and tuple changes. A second write in the same database transaction reuses the existing xid row instead of inserting another one. Postgres aborts a transaction after a unique violation, so the reuse is a lookup, not a rescued error.
The read path never calls pg_current_xact_id(). It uses pg_current_xact_id_if_assigned/0, which is empty when the session has not written. An empty own-xid means "this snapshot only". Relationship reads reuse a prepared statement per SQL shape on the connection, so a check that hits the same filters again skips planning.
Tokens and consistency
A token is v1. plus URL-safe base64 JSON: version, xid, snapshot text, and timestamp. The v1. prefix is the token format version, not the package version; pagination cursors use the same prefix for the same reason. Decode checks the shapes (xid is 1–20 digits, snapshot matches xmin:xmax:xip) and does not decode Erlang terms.
:exact loads the stored snapshot for that xid after pg_xact_status says the transaction committed. The same connection may read an in-progress xid. An aborted xid is rejected. A committed xid with no transactions row is outside the cleanup window.
:minimize_latency uses the Revision process, which refreshes on the quantization interval (default 5 seconds) and allows the cache. {:at_least, token} uses that revision when the token xid is visible in it, otherwise a fresh snapshot. :full always takes a fresh snapshot and does not cache.
Inside an open transaction, including a shared Ecto sandbox transaction that already has an assigned xid, every mode except :exact reads pg_current_snapshot() on the calling connection and skips the cache. After commit, the xid is no longer assigned, so checks go back to the revision process.
Cache
The cache is a public ETS table whose name is distinct from the Cache process (Instance.CacheTable versus Instance.Cache). Keys include the whole revision: the snapshot, the own xid, and the time used for expiration. The snapshot alone is not enough. A transaction's recorded snapshot does not list its own xid, so it can have the same text as an autocommit snapshot taken just before it. The token for that transaction must still see its own writes. Errors, in-transaction checks, and :full are not stored. Concurrent misses for one key register in a Registry: the first caller computes, and the others wait for it and reuse its result. The first caller is often a long-lived process, such as a LiveView, so it announces the stored result to each waiter's monitor alias instead of being watched for an exit. A waiter whose owner crashes, or whose result was an error, computes the check itself. check_bulk reads the cache for each check, computes the misses together, and stores each answer under its own key.
Evaluation
The schema compiler turns permissions into unions, intersections, exclusions, nil, and arrows. The semantics follow SpiceDB's dispatcher:
	An arrow (-> or .any()) walks the tupleset relation and checks the right-hand name on each subject object. Wildcard rows are skipped. A row's subject relation is ignored, so document:1#parent@folder:1#viewer leads to folder:1, as in SpiceDB's checkdispatchset.
	.all() requires every subject object to grant. With no subject objects it grants nothing.
	A subject type that does not define the right-hand name contributes nothing. The schema is rejected only when no subject type of the tupleset defines it.
	A userset subject is a member of itself: document:1#viewer has viewer on document:1 at every step, in checks and in lookups.
	A check walks userset rows even when the subject is itself a userset, so group:a#member can reach group:b#member through group:b#member@group:a#member.

Depth counts hops. The default limit is 50. A timeout is a monotonic deadline checked before each step.
Direct cycles such as view = view are rejected at schema compile time. Recursion through data, such as view = parent->view, is allowed. Reaching the same object and name twice on one path returns a :cycle error. The stack is per path, so a diamond is not a cycle.
A check is evaluated one level of the graph at a time, for a set of resources at once. Each level is one query: it reads every relation the level's expression needs on the same object (for view = owner + viewer + parent->view, the owner, viewer, and parent rows) for every pending resource. The targets of an arrow or a userset walk are grouped by type and evaluated together at the next level. A union evaluates its right side only for the resources its left side did not allow; an intersection or exclusion only for those its left side did not deny. So a check costs one query per level of nesting rather than one per relation and branch, and check_bulk answers all checks that share a resource type, permission, and subject in the same number of queries as one.
An allowed branch beats a failing sibling, and a denied side of an intersection or exclusion beats a failing other side, so a cycle or depth error on one path does not hide an answer found on another. The paths are tracked per resource, so cycle detection is as exact as for a single check. explain uses a separate evaluator that walks one resource depth-first and records the trace.
Lookups
lookup_resources walks backwards from the subject, like SpiceDB's LookupResources, so its cost follows the size of the answer rather than the number of resources:
	A relation reads the rows whose subject is the lookup subject, or a wildcard of its type, through the subject index. For each userset type the relation allows, such as group#member, it first finds the groups the subject belongs to, then reads the rows that point at those groups in one query.
	An arrow first finds the target objects that grant the right-hand name, then reads the tupleset rows that point at them.
	Unions and intersections combine the sets of their two sides.
	An exclusion subtracts the right side's set. When the right side depends on a permission that is still being solved, each candidate from the left side is checked instead.
	.all() takes the resources with at least one granting target as candidates and checks each one.

A permission that refers back to itself, such as view = viewer + parent->view, is solved in rounds. Within a round, a permission sees its own set from the previous round. Rounds repeat until no set changes, which takes one round per level of nesting in the data. More rounds than max_depth fail with :depth_exceeded. Cyclic data converges like any other, so a lookup over it terminates.
Why Postgres only
SpiceDB supports several datastores because it is a standalone service. Licet is a library inside an Elixir application that already runs Postgres through Ecto. Postgres gives Licet everything SpiceDB's Postgres datastore uses: xid8 transaction ids, pg_snapshot visibility, and transactional writes on the application's own connection. That last part lets a permission write join the application's Ecto.Multi and be read back before commit, which a separate datastore cannot offer. One datastore also means one visibility rule to test, and the conformance corpus runs against it directly. The xid8 and pg_snapshot functions exist since Postgres 13. Licet supports Postgres 15 and newer, the versions CI runs.
Sandbox
Ecto.Adapters.SQL.Sandbox with start_owner!(shared: true) keeps the transaction on the owner process. in_transaction?/1 on the test process is therefore false. Licet notices a sandbox pool and, when pg_current_xact_id_if_assigned() returns an xid, uses that connection's snapshot. A checkout with sandbox: false has no assigned xid after commit, so those tests exercise tokens, the cache, and garbage collection for real.
Cleanup
Garbage collection takes a session advisory lock (pg_try_advisory_lock on a bigint). The horizon is the oldest snapshot xmin still inside the window (default 24 hours), or the current xmin when nothing is that old. Tombstones with deleted_xid below the horizon, rows expired before the window, and old transaction rows except the newest are deleted in batches of 1,000. Exact tokens inside the window stay valid because expired rows are kept until the window passes.


  

    Conformance testing

Licet aims to give the same answers as SpiceDB for every schema it accepts. This page describes how that is tested. It's written for contributors; you don't need it to use Licet.
The tests live in the GitHub repository and aren't part of the Hex package.
SpiceDB's consistency corpus
test/conformance/spicedb/ vendors SpiceDB's consistency corpus (internal/services/integrationtesting/testconfigs) under its Apache-2.0 license, with SpiceDB's LICENSE. The upstream commit is recorded in that directory's UPSTREAM file.
Every file in the corpus is either run or skipped. A skipped file must fail to parse with the exact error recorded for it, which today means files that use caveats or use self. No file is special-cased.
Each runnable file runs three ways:
	Assertions and expected relations, through Licet.Validate.run_file/1.
	Exhaustive consistency, through Licet.Conformance.run/1, a port of SpiceDB's consistencytestutil suite on the in-memory reader. It checks every combination of definition, object id, relation, and subject in the file. It then requires lookup_resources to return exactly the accessible resources, lookup_subjects to return the accessible subjects of each subject type and only subjects that check, every subject reached by an expand to check, and every assertion to agree with lookup_resources.
	Through Postgres. The schema and relationships go through Licet.write/3, then every assertion is checked at consistency: :full with check/5, check_bulk/3, and lookup_resources/5.

test/licet/expected_relations_test.exs ports the expected-relations fixtures from SpiceDB's pkg/development/wasm/operations_test.go.
New enemy
test/licet/new_enemy_test.exs ports the token test from SpiceDB's e2e/newenemy and runs it on Postgres. With permission allowed = direct - excluded, it writes the exclusion, then the grant, keeping both tokens. A check {:exact, token} at either token must deny. After the exclusion is deleted, the old tokens still deny and the newer token allows.
Differential testing against a live SpiceDB
Tests tagged :spicedb run Licet and a live SpiceDB side by side, through SpiceDB's HTTP API. They are excluded by default.
	test/licet/spicedb_live_corpus_test.exs loads every runnable corpus file into both. It then compares every check over the file's definitions, object ids, and subjects, every LookupResources, and every LookupSubjects for each subject type the file writes, including wildcard exclusions. Any difference fails, whether or not the corpus has an assertion for it.
	test/licet/validate_test.exs compares generated check cases. The default count is 100; CI sets LICET_DIFFERENTIAL_CASES=10000.

Start SpiceDB, then run the tagged tests:
docker run --rm -p 8443:8443 authzed/spicedb:latest \
  serve --datastore-engine memory --http-enabled --grpc-preshared-key test

LICET_SPICEDB=1 mix test --only spicedb --include spicedb

The release binary takes the same serve arguments if Docker isn't available. LICET_SPICEDB_URL points the tests at another server. CI runs both suites against authzed/spicedb:latest on every push.


  

    Benchmarks

bench/compare.exs runs Licet and SpiceDB side by side on one machine, against one Postgres server, with the same schema, relationships, and requests. This page describes the method, how to run it, and one set of results. The script lives in the GitHub repository and isn't part of the Hex package.
Method
Both systems store their data in the same Postgres server, each in its own database: Licet in licet_bench, SpiceDB in spicedb_bench. Neither shares tables or locks with the other. Licet runs inside the benchmark process. SpiceDB runs as a server on the same machine and is called through its HTTP API.
The dataset is generated by the script and loaded into both systems before anything is timed. It has 25,161 relationships:
	1,000 users and 100 groups of 20 users, where each of the first 50 groups also contains one of the others;
	a three-level folder tree of 10 root folders, 100 middle folders, and 1,000 leaves, where each root folder is viewable by one group;
	10,000 documents in the leaves, each with an owner, and every fifth with a direct viewer.

definition user {}

definition group {
  relation member: user | group#member
}

definition folder {
  relation parent: folder
  relation viewer: user | group#member
  permission view = viewer + parent->view
}

definition document {
  relation parent: folder
  relation owner: user
  relation viewer: user | group#member
  permission view = owner + viewer + parent->view
}
Each scenario sends the same request to both systems:
	Scenario	Request
	Direct check	A user views a document they own.
	Nested check	A user views a document through three folders and a nested group.
	Denied check	A user who can't view the document, so the whole graph is walked.
	check_bulk	100 documents for one user, half allowed.
	lookup_resources	The 109 documents, of 10,000, that one user can view.

Before timing, the script requires both systems to give the same answer to every request.
Each scenario runs at two consistency levels:
	Full: Licet consistency: :full and SpiceDB fullyConsistent. Both read the latest data and neither uses its cache.
	Default: Licet's default :minimize_latency and SpiceDB's minimizeLatency. Both answer from a snapshot that is up to 5 seconds old, and both cache results for that snapshot.

After those two passes, the script grants and revokes 100,000 relationships on documents no scenario reads, so both systems keep that many deleted rows until garbage collection, and reruns the full-consistency scenarios.
Each one runs with one caller, then with eight concurrent callers. Benchee warms up for 2 seconds and measures for 5.
Running it
Start Postgres, then SpiceDB with the Postgres datastore:
createdb -h 127.0.0.1 -p 54329 -U postgres spicedb_bench

docker run --rm --network host authzed/spicedb datastore migrate head \
  --datastore-engine postgres \
  --datastore-conn-uri "postgres://postgres:postgres@127.0.0.1:54329/spicedb_bench?sslmode=disable"

docker run --rm --network host authzed/spicedb serve \
  --datastore-engine postgres \
  --datastore-conn-uri "postgres://postgres:postgres@127.0.0.1:54329/spicedb_bench?sslmode=disable" \
  --http-enabled --grpc-preshared-key test

The release binary takes the same arguments. Then run the script from the project root:
MIX_ENV=test mix run bench/compare.exs

It creates licet_bench, loads the dataset into both systems, runs every scenario, and prints a summary table. LICET_SPICEDB_URL points it at another SpiceDB server; PGHOST, PGPORT, PGUSER, and PGPASSWORD at another Postgres. BENCH_TIME and BENCH_WARMUP change the seconds per measurement.
Results
One run on an Intel i5-10300H (4 cores, 8 threads) with 8 GB of memory, Elixir 1.19.5 on Erlang/OTP 28, Postgres 15.19 in Docker, and SpiceDB 1.56.2 in Docker with host networking. Times are medians; ips is calls per second.
Full consistency
	Scenario	Callers	Licet median	Licet ips	SpiceDB median	SpiceDB ips
	Direct check	1	1.46 ms	608	1.52 ms	617
	Direct check	8	3.07 ms	303	2.71 ms	321
	Nested check	1	6.17 ms	155	1.48 ms	638
	Nested check	8	13.4 ms	68	2.27 ms	369
	Denied check	1	4.97 ms	186	1.31 ms	699
	Denied check	8	12.2 ms	80	2.27 ms	396
	check_bulk, 100 items	1	13.9 ms	66	7.11 ms	128
	check_bulk, 100 items	8	32.6 ms	29	16.3 ms	56
	lookup_resources	1	21.4 ms	43	6.55 ms	142
	lookup_resources	8	49.0 ms	19	16.3 ms	55

Default consistency
	Scenario	Callers	Licet median	Licet ips	SpiceDB median	SpiceDB ips
	Direct check	1	20 μs	39,600	0.75 ms	1,200
	Direct check	8	68 μs	13,300	1.50 ms	582
	Nested check	1	15 μs	46,000	0.75 ms	1,200
	Nested check	8	66 μs	13,900	1.58 ms	544
	Denied check	1	23 μs	36,200	0.76 ms	1,200
	Denied check	8	66 μs	13,900	1.49 ms	606
	check_bulk, 100 items	1	1.23 ms	745	5.62 ms	170
	check_bulk, 100 items	8	3.53 ms	263	13.7 ms	67
	lookup_resources	1	20.2 ms	48	5.49 ms	168
	lookup_resources	8	65.9 ms	15	15.2 ms	59

Full consistency after write churn
After granting and revoking 100,000 relationships on unrelated documents:
	Scenario	Callers	Licet median	Licet ips	SpiceDB median	SpiceDB ips
	Direct check	1	1.48 ms	621	1.87 ms	467
	Direct check	8	3.37 ms	279	2.78 ms	326
	Nested check	1	6.62 ms	145	1.89 ms	455
	Nested check	8	14.6 ms	64	3.64 ms	239
	Denied check	1	7.03 ms	131	1.94 ms	466
	Denied check	8	14.4 ms	67	2.93 ms	310
	check_bulk, 100 items	1	30.3 ms	32	11.1 ms	88
	check_bulk, 100 items	8	50.9 ms	19	20.5 ms	45
	lookup_resources	1	28.0 ms	35	7.27 ms	131
	lookup_resources	8	60.9 ms	16	18.2 ms	49

Reading the results
With the default consistency, a repeated check is a lookup in an ETS table inside your application, so Licet answers in microseconds where SpiceDB needs a network round trip. This is the common case: most checks in an application repeat within the quantization window.
When nothing is cached, a check reads one level of the graph per query and covers every relation that level needs on the same objects. check_bulk groups checks that share a resource type, permission, and subject, so 100 items take about 14 ms instead of hundreds. A nested check still walks several levels in sequence and stays slower than SpiceDB; a direct check, which is one query on both sides, takes about the same time.
Deleted rows waiting for garbage collection are indexed by their lookup columns. After 100,000 such rows, single-check times stay close to the run without them. Bulk and lookup pick up some cost, as they do on SpiceDB.
lookup_resources walks back from the subject on both sides, and Licet doesn't cache lookups at either level. SpiceDB is about three to four times faster.
Keep in mind:
	SpiceDB pays for an HTTP round trip and its JSON gateway, while Licet runs in process. This is the real trade-off of embedding authorization, but SpiceDB's gRPC API would be somewhat faster than the HTTP gateway used here.
	SpiceDB runs as a single node. In production it usually runs several nodes that share their caches through dispatch, which this benchmark doesn't exercise.
	One laptop runs Postgres, SpiceDB, and the benchmark, so they compete for the same cores, especially with eight callers.

Evaluator micro-benchmark
bench/check.exs times only Licet's evaluator: an in-memory check of a direct relation, with no Postgres.
mix run bench/check.exs

On the same machine, it runs at about 370,000 checks per second, with a median of 1.9 μs. Treat it as a baseline for the evaluator rather than for a running instance.


  

    Changelog

All notable changes to Licet are recorded here. Licet follows Semantic Versioning.
Unreleased
0.1.0 (2026-10-10)
The first public version.
Schema language
	Parse SpiceDB's .zed schema language: definitions, relations, and permissions built from union (+), intersection (&), exclusion (-), and arrows (->).
	Arrow functions .any() and .all(), the empty set nil, wildcards such as user:*, and userset subjects such as team#member.
	Relationships that expire, with use expiration and with expiration.
	Operator precedence and arrow resolution match SpiceDB.
	Errors report a line and column. Caveats and self are rejected with a clear message.

Storage and consistency
	Relationships, schema versions, and snapshots live in three tables in your own Postgres 15+ database, under a prefix you choose.
	Writes join the caller's Repo.transaction/2. A check in the same transaction sees the uncommitted write, and a rollback discards it. A failed write is undone back to a savepoint and returned as an error, so the caller, or Ecto.Multi, decides what happens to the transaction.
	Every write returns a consistency token. Checks accept four consistency modes: :minimize_latency, {:at_least, token}, {:exact, token}, and :full.
	Schema changes that would strand stored relationships are rejected. A schema stored with write_schema/3 reaches every node within one quantization interval.
	Garbage collection removes old history behind a Postgres advisory lock, so only one node collects at a time.

Queries
	check/5 and check_bulk/3, with a shared cache per snapshot and deduplication of identical checks in flight. A check reads one level of the graph per query, and check_bulk/3 answers checks that share a resource type, permission, and subject together.
	lookup_resources/5 and lookup_subjects/5, paginated with cursors. lookup_resources/5 walks back from the subject, so its cost follows the size of the answer rather than the number of resources. lookup_subjects/5 reports which subjects a wildcard excludes.
	explain/5 returns the trace of a check.
	Depth, time, and result-size limits on every query.

Tooling
	Licet.Multi adds a write to an Ecto.Multi.
	Licet.Testing creates tables per test prefix and shares the Ecto sandbox with processes the test starts.
	mix licet.gen.migration generates the install migration.
	mix licet.validate runs a SpiceDB validation file, the YAML that the SpiceDB playground exports, including its expected relations.
	Telemetry events for checks, lookups, writes, and the cache.



  

    Contributing

Thank you for helping improve Licet. Issues and pull requests are welcome.
Setting up
You need Elixir 1.17 or newer and Postgres 15 or newer. The test suite connects to 127.0.0.1:54329 by default; set PGPORT, PGUSER, PGPASSWORD, and PGDATABASE to use another server.
mix deps.get
mix test

Tests log at :warning. To see every query, set config :logger, level: :debug in config/test.exs temporarily.
Before opening a pull request
Run the same checks as CI:
mix format --check-formatted
mix compile --warnings-as-errors
mix test --cover
mix credo --strict
mix docs --warnings-as-errors
mix dialyzer

Coverage must stay at 100%.
Comparing with SpiceDB
Licet's answers are tested against SpiceDB's own test corpus, and against a live SpiceDB server in CI. If you change how checks or lookups are evaluated, run the live comparison too. Conformance testing explains the suites and how to start SpiceDB locally.
Examples
examples/blog and examples/playground are separate Mix projects with their own CI jobs. Run mix test inside each one if you change the public API.
Changelog
Don't edit CHANGELOG.md in a pull request; maintainers update it when releasing.
Code of Conduct
This project follows the Code of Conduct.


  

    Contributor Covenant Code of Conduct

Our Pledge
We as members, contributors, and leaders pledge to make participation in our
community a harassment-free experience for everyone, regardless of age, body
size, visible or invisible disability, ethnicity, sex characteristics, gender
identity and expression, level of experience, education, socio-economic status,
nationality, personal appearance, race, caste, color, religion, or sexual
identity and orientation.
We pledge to act and interact in ways that contribute to an open, welcoming,
diverse, inclusive, and healthy community.
Our Standards
Examples of behavior that contributes to a positive environment for our
community include:
	Demonstrating empathy and kindness toward other people
	Being respectful of differing opinions, viewpoints, and experiences
	Giving and gracefully accepting constructive feedback
	Accepting responsibility and apologizing to those affected by our mistakes,
and learning from the experience
	Focusing on what is best not just for us as individuals, but for the overall
community

Examples of unacceptable behavior include:
	The use of sexualized language or imagery, and sexual attention or advances of
any kind
	Trolling, insulting or derogatory comments, and personal or political attacks
	Public or private harassment
	Publishing others' private information, such as a physical or email address,
without their explicit permission
	Other conduct which could reasonably be considered inappropriate in a
professional setting

Enforcement Responsibilities
Community leaders are responsible for clarifying and enforcing our standards of
acceptable behavior and will take appropriate and fair corrective action in
response to any behavior that they deem inappropriate, threatening, offensive,
or harmful.
Community leaders have the right and responsibility to remove, edit, or reject
comments, commits, code, wiki edits, issues, and other contributions that are
not aligned to this Code of Conduct, and will communicate reasons for moderation
decisions when appropriate.
Scope
This Code of Conduct applies within all community spaces, and also applies when
an individual is officially representing the community in public spaces.
Examples of representing our community include using an official e-mail address,
posting via an official social media account, or acting as an appointed
representative at an online or offline event.
Enforcement
Instances of abusive, harassing, or otherwise unacceptable behavior may be
reported to the community leaders responsible for enforcement at
info@netoum.com.
All complaints will be reviewed and investigated promptly and fairly.
All community leaders are obligated to respect the privacy and security of the
reporter of any incident.
Enforcement Guidelines
Community leaders will follow these Community Impact Guidelines in determining
the consequences for any action they deem in violation of this Code of Conduct:
1. Correction
Community Impact: Use of inappropriate language or other behavior deemed
unprofessional or unwelcome in the community.
Consequence: A private, written warning from community leaders, providing
clarity around the nature of the violation and an explanation of why the
behavior was inappropriate. A public apology may be requested.
2. Warning
Community Impact: A violation through a single incident or series of
actions.
Consequence: A warning with consequences for continued behavior. No
interaction with the people involved, including unsolicited interaction with
those enforcing the Code of Conduct, for a specified period of time. This
includes avoiding interactions in community spaces as well as external channels
like social media. Violating these terms may lead to a temporary or permanent
ban.
3. Temporary Ban
Community Impact: A serious violation of community standards, including
sustained inappropriate behavior.
Consequence: A temporary ban from any sort of interaction or public
communication with the community for a specified period of time. No public or
private interaction with the people involved, including unsolicited interaction
with those enforcing the Code of Conduct, is allowed during this period.
Violating these terms may lead to a permanent ban.
4. Permanent Ban
Community Impact: Demonstrating a pattern of violation of community
standards, including sustained inappropriate behavior, harassment of an
individual, or aggression toward or disparagement of classes of individuals.
Consequence: A permanent ban from any sort of public interaction within the
community.
Attribution
This Code of Conduct is adapted from the Contributor Covenant,
version 2.1, available at
https://www.contributor-covenant.org/version/2/1/code_of_conduct.html.
Community Impact Guidelines were inspired by
Mozilla's code of conduct enforcement ladder.
For answers to common questions about this code of conduct, see the FAQ at
https://www.contributor-covenant.org/faq. Translations are available at
https://www.contributor-covenant.org/translations.
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Relationship-based authorization, stored in your Postgres database.
This module is the whole runtime API: start an instance, write relationships,
and ask questions about them. Getting started walks
through a first setup, and Concepts explains the vocabulary.
Starting an instance
Add an instance to your supervision tree, after the repo it uses:
children = [
  MyApp.Repo,
  {Licet,
   name: MyApp.Licet,
   repo: MyApp.Repo,
   schema: {:file, Application.app_dir(:my_app, "priv/licet/schema.zed")}}
]
The tables must exist first. Create them with mix licet.gen.migration.
Instance names
Every function takes the instance name as its first argument. It is the
atom given in the child spec, usually a module-like name such as
MyApp.Licet. Choose it in code, never from user input. Calling a function
on a name that isn't running returns {:error, %Licet.Error{reason: :not_started}}.
Options
	:name (atom/0) - Required. The instance name, passed as the first argument of every Licet function.

	:repo (atom/0) - Required. The Ecto.Repo that holds Licet's tables.

	:prefix (String.t/0) - The Postgres schema that holds the tables. It must match ^[a-z_][a-z0-9_]{0,62}$. The default value is "licet".

	:schema - The schema to load at startup, as {:file, path} or {:string, source}. When it
differs from the stored schema, it is stored as a new version, unless the change would
strand stored relationships. nil keeps the stored schema. The default value is nil.

	:quantization (pos_integer/0) - Milliseconds between refreshes of the snapshot that :minimize_latency reads. The default value is 5000.

	:timeout (pos_integer/0) - Milliseconds allowed for one check or lookup. The default value is 5000.

	:max_depth (pos_integer/0) - Arrow and userset hops allowed in one check. The default value is 50.

	:max_lookup (pos_integer/0) - Results one lookup may compute before failing with :lookup_too_large. The default value is 10000.

	:max_updates (pos_integer/0) - Updates allowed in one Licet.write/3. The default value is 1000.

	:max_import (pos_integer/0) - Relationships allowed in one Licet.import/3. The default value is 10000.

	:max_preconditions (pos_integer/0) - Preconditions allowed on one write. The default value is 1000.

	:gc_interval - Milliseconds between garbage collections, or false to disable them. The default value is 300000.

	:gc_window (pos_integer/0) - Seconds of history to keep. Exact reads of older tokens fail. The default value is 86400.

	:gc_batch (pos_integer/0) - Rows deleted per garbage collection batch. The default value is 1000.


Objects and relationships
Functions take objects and relationships as text, in SpiceDB's format:
	an object is type:id, such as "document:roadmap";
	a userset subject is type:id#relation, such as "team:eng#member";
	a wildcard subject is type:*, such as "user:*";
	a relationship is resource#relation@subject, such as
"document:roadmap#viewer@team:eng#member", optionally followed by
[expiration:2027-01-01T00:00:00Z].

Ids are 1 to 1024 characters from A-Z, a-z, 0-9, and /_|=-+. Type
and relation names are lowercase, 3 to 64 characters, and types may be
namespaced as prefix/name, up to 128 characters. Licet.Relationship
parses and prints the relationship format.
Consistency
Writes return a token. Reads take a :consistency option: :minimize_latency
(the default), {:at_least, token}, {:exact, token}, or :full. See
Consistency.
Transactions
Writes join the caller's Repo.transaction/2 when one is open. A check in
that transaction sees its uncommitted writes. See Transactions.
Errors
Every function returns {:error, %Licet.Error{}} on failure, with a reason
atom you can match on. Licet.Error lists the reasons.

      


      
        Summary


  
    Types
  


    
      
        consistency()

      


        Which snapshot of the data a read sees. See Consistency.



    


    
      
        filter()

      


        Selects relationships by any of their fields. Fields that are absent match
anything. A list matches any of its values. Other keys, and nil values,
are rejected with :invalid_filter.



    


    
      
        instance()

      


        The name of a running instance, as given in its child spec.



    


    
      
        token()

      


        An opaque consistency token returned by writes.



    


    
      
        update()

      


        One relationship change for write/3.



    





  
    Functions
  


    
      
        check(name, resource, permission, subject, opts \\ [])

      


        Checks whether subject has permission on resource.



    


    
      
        check_bulk(name, checks, opts \\ [])

      


        Runs several checks at one snapshot.



    


    
      
        delete(name, filter, opts \\ [])

      


        Deletes every stored relationship that matches filter and returns a token.



    


    
      
        explain(name, resource, permission, subject, opts \\ [])

      


        Runs a check and returns how it was decided.



    


    
      
        import(name, relationships, opts \\ [])

      


        Creates many relationships in one transaction and returns a token.



    


    
      
        lookup_resources(name, type, permission, subject, opts \\ [])

      


        Lists the ids of resources of type on which subject has permission.



    


    
      
        lookup_subjects(name, resource, permission, subject_type, opts \\ [])

      


        Lists the subjects of subject_type that have permission on resource.



    


    
      
        read(name, filter, opts \\ [])

      


        Returns the stored relationships that match filter.



    


    
      
        start_link(opts)

      


        Starts an instance and links it to the current process.



    


    
      
        write(name, updates, opts \\ [])

      


        Applies a batch of relationship updates atomically and returns a token.



    


    
      
        write_schema(name, source, opts \\ [])

      


        Replaces the schema at runtime and returns a token.



    





      


      
        Types


        


  
    
      
    
    
      consistency()



        
          
        

    

  


  

      

          @type consistency() ::
  :minimize_latency | {:at_least, token()} | {:exact, token()} | :full


      


Which snapshot of the data a read sees. See Consistency.

  



  
    
      
    
    
      filter()



        
          
        

    

  


  

      

          @type filter() :: %{
  optional(:resource_type) => String.t() | [String.t(), ...],
  optional(:resource_id) => String.t() | [String.t(), ...],
  optional(:relation) => String.t() | [String.t(), ...],
  optional(:subject_type) => String.t() | [String.t(), ...],
  optional(:subject_id) => String.t() | [String.t(), ...],
  optional(:subject_relation) => String.t() | [String.t(), ...]
}


      


Selects relationships by any of their fields. Fields that are absent match
anything. A list matches any of its values. Other keys, and nil values,
are rejected with :invalid_filter.

  



  
    
      
    
    
      instance()



        
          
        

    

  


  

      

          @type instance() :: atom()


      


The name of a running instance, as given in its child spec.

  



  
    
      
    
    
      token()



        
          
        

    

  


  

      

          @type token() :: String.t()


      


An opaque consistency token returned by writes.

  



  
    
      
    
    
      update()



        
          
        

    

  


  

      

          @type update() :: {:create | :touch | :delete, String.t() | Licet.Relationship.t()}


      


One relationship change for write/3.

  


        

      

      
        Functions


        


    

  
    
      
    
    
      check(name, resource, permission, subject, opts \\ [])



        
          
        

    

  


  

      

          @spec check(instance(), String.t(), String.t(), String.t(), keyword()) ::
  {:ok, :allowed | :denied} | {:error, Licet.Error.t()}


      


Checks whether subject has permission on resource.
resource is an object such as "document:1". permission is a permission
or relation of the resource's type. subject is an object such as
"user:ada", or a userset such as "team:eng#member".
Returns {:ok, :allowed} or {:ok, :denied}. Treat {:error, _} as a
denial.
Options
	:consistency - which snapshot to read. Defaults to :minimize_latency,
which is cached and can be a few seconds behind the latest write.

Errors
	:invalid_relationship - malformed object text, or a wildcard resource
	:unknown_type, :unknown_relation - not in the schema
	:depth_exceeded, :cycle - the evaluation went deeper than max_depth
or revisited itself
	:timeout - longer than the instance timeout
	:token_invalid, :token_not_committed, :snapshot_expired - see
Consistency

Examples
Licet.check(MyApp.Licet, "document:1", "view", "user:ada")
#=> {:ok, :allowed}

Licet.check(MyApp.Licet, "document:1", "view", "user:bob", consistency: {:at_least, token})
#=> {:ok, :denied}

  



    

  
    
      
    
    
      check_bulk(name, checks, opts \\ [])



        
          
        

    

  


  

      

          @spec check_bulk(instance(), [map()], keyword()) ::
  {:ok, [result]} | {:error, Licet.Error.t()}
when result: {:ok, :allowed | :denied} | {:error, Licet.Error.t()}


      


Runs several checks at one snapshot.
Each check is a map with :resource, :permission, and :subject, as in
check/5. The results come back in the same order. A failing check,
including an item that isn't such a map, returns its own {:error, _}
without stopping the others; the call as a whole fails only when the
snapshot can't be resolved.
All checks read the same snapshot, so their answers are consistent with each
other.
Options
	:consistency - which snapshot to read. Defaults to :minimize_latency.

Examples
Licet.check_bulk(MyApp.Licet, [
  %{resource: "document:1", permission: "view", subject: "user:ada"},
  %{resource: "document:2", permission: "view", subject: "user:ada"},
  %{resource: "document:*", permission: "view", subject: "user:ada"}
])
#=> {:ok, [{:ok, :allowed}, {:ok, :denied}, {:error, %Licet.Error{reason: :invalid_relationship}}]}

  



    

  
    
      
    
    
      delete(name, filter, opts \\ [])



        
          
        

    

  


  

      

          @spec delete(instance(), filter(), keyword()) ::
  {:ok, token()} | {:error, Licet.Error.t()}


      


Deletes every stored relationship that matches filter and returns a token.
The filter must include :resource_type, so one call can't wipe every
relationship by accident. Use it to clean up after a record is deleted, or
to remove relationships before narrowing the schema.
Deleted relationships stay readable at older snapshots until garbage
collection removes them, after gc_window.
Unlike write/3, a delete isn't bounded by max_updates: it removes every
match in one statement, and it emits no telemetry event. Narrow the filter
when a match could be very large.
Options
	:metadata - a map stored with the write's transaction record.

Errors
	:invalid_filter - the filter has no :resource_type, names an unknown
field, or has a value that isn't a string or a list of strings

Examples
# Everything about document 1.
Licet.delete(MyApp.Licet, %{resource_type: "document", resource_id: "1"})

# Every relationship that names Bob on any document.
Licet.delete(MyApp.Licet, %{resource_type: "document", subject_type: "user", subject_id: "bob"})

  



    

  
    
      
    
    
      explain(name, resource, permission, subject, opts \\ [])



        
          
        

    

  


  

      

          @spec explain(instance(), String.t(), String.t(), String.t(), keyword()) ::
  {:ok, :allowed | :denied, map()} | {:error, Licet.Error.t()}


      


Runs a check and returns how it was decided.
Takes the same arguments and options as check/5, and returns the answer
with a trace. Each trace node is a map with the :resource and
:permission it evaluated, its :result, and the :children evaluated
beneath it.
An allowed trace follows the path that granted access, down to the
relationship that matched. A denied trace is shallower: it lists the
relations checked directly on the resource, but omits the objects an arrow
or userset reached without finding the subject.
Explain never uses the cache and evaluates arrows sequentially, so it's
slower than check/5. Use it for debugging.
Examples
Licet.explain(MyApp.Licet, "document:1", "view", "user:ada")
#=> {:ok, :allowed,
#=>  %{resource: "document:1", permission: "view", result: :allowed, children: [...]}}

  



    

  
    
      
    
    
      import(name, relationships, opts \\ [])



        
          
        

    

  


  

      

          @spec import(instance(), [String.t() | Licet.Relationship.t()], keyword()) ::
  {:ok, token()} | {:error, Licet.Error.t()}


      


Creates many relationships in one transaction and returns a token.
Like write/3 with only :create updates, but limited by the instance
max_import (10,000 by default) instead of max_updates. Use it to load
existing data, for example when migrating from SpiceDB. The whole batch fails
with :already_exists if any relationship is already stored.
Takes the same options and returns the same errors as write/3.
Examples
Licet.import(MyApp.Licet, [
  "document:1#owner@user:ada",
  "document:2#owner@user:ada",
  "document:2#viewer@team:eng#member"
])

  



    

  
    
      
    
    
      lookup_resources(name, type, permission, subject, opts \\ [])



        
          
        

    

  


  

      

          @spec lookup_resources(instance(), String.t(), String.t(), String.t(), keyword()) ::
  {:ok, [String.t()], String.t() | nil} | {:error, Licet.Error.t()}


      


Lists the ids of resources of type on which subject has permission.
Use it to filter a list page to what the current user may see. Ids are
returned as strings, sorted, one page at a time. The third element is a
cursor for the next page, or nil on the last page.
The full result is computed before a page is returned, and the call fails
with :lookup_too_large when it exceeds the instance max_lookup.
Options
	:limit - the page size. Defaults to 100.
	:cursor - the cursor from the previous page.
	:consistency - which snapshot to read. Defaults to :minimize_latency.
Pass the same value for every page.

Errors
	:invalid_relationship - malformed subject text
	:unknown_type, :unknown_relation - not in the schema
	:lookup_too_large, :depth_exceeded, :timeout - over an instance limit
	:invalid_filter - a malformed cursor, or a :limit that isn't a
positive integer

Examples
{:ok, ids, cursor} = Licet.lookup_resources(MyApp.Licet, "document", "view", "user:ada", limit: 2)
#=> {:ok, ["1", "2"], "v1.IjIi"}

{:ok, more, nil} =
  Licet.lookup_resources(MyApp.Licet, "document", "view", "user:ada", limit: 2, cursor: cursor)

  



    

  
    
      
    
    
      lookup_subjects(name, resource, permission, subject_type, opts \\ [])



        
          
        

    

  


  

      

          @spec lookup_subjects(instance(), String.t(), String.t(), String.t(), keyword()) ::
  {:ok, [%{subject: String.t(), excluded: [String.t()]}], String.t() | nil}
  | {:error, Licet.Error.t()}


      


Lists the subjects of subject_type that have permission on resource.
Use it to show who has access, for example in a sharing dialog.
subject_type is an object type such as "user", or a userset type such as
"team#member".
Each result is a map with the subject and the subjects it excluded. Only
a wildcard excludes anything: %{subject: "user:*", excluded: ["user:dan"]}
means every user except Dan. Concrete subjects are listed even when a
wildcard also covers them. A userset counts as a member of itself, so
"team:eng#member" is listed for "team#member" when the permission
reaches it. This matches SpiceDB's LookupSubjects.
Results are sorted by subject and paginated like lookup_resources/5.
Options
	:limit - the page size. Defaults to 100.
	:cursor - the cursor from the previous page.
	:consistency - which snapshot to read. Defaults to :minimize_latency.

Errors
	:invalid_relationship - malformed resource text
	:invalid_filter - a malformed subject type or cursor, or a :limit
that isn't a positive integer
	:unknown_type, :unknown_relation - not in the schema
	:lookup_too_large, :depth_exceeded, :timeout - over an instance limit

Examples
Licet.lookup_subjects(MyApp.Licet, "document:1", "view", "user")
#=> {:ok, [%{subject: "user:*", excluded: ["user:dan"]}, %{subject: "user:tom", excluded: []}], nil}

Licet.lookup_subjects(MyApp.Licet, "document:1", "view", "team#member")
#=> {:ok, [%{subject: "team:eng#member", excluded: []}], nil}

  



    

  
    
      
    
    
      read(name, filter, opts \\ [])



        
          
        

    

  


  

      

          @spec read(instance(), filter(), keyword()) ::
  {:ok, [Licet.Relationship.t()]} | {:error, Licet.Error.t()}


      


Returns the stored relationships that match filter.
The filter must name at least one field. Expired relationships aren't
returned. This reads stored relationships only; to ask whether a subject has
a permission, use check/5.
Options
	:consistency - which snapshot to read. Defaults to :minimize_latency.

Errors
	:invalid_filter - the filter is empty, names an unknown field, or has a
value that isn't a string or a list of strings
	:token_invalid, :token_not_committed, :snapshot_expired - see
Consistency

Examples
{:ok, relationships} = Licet.read(MyApp.Licet, %{resource_type: "document", resource_id: "1"})
Enum.map(relationships, &Licet.Relationship.to_string/1)
#=> ["document:1#owner@user:ada", "document:1#viewer@user:bob"]

  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: Supervisor.on_start()


      


Starts an instance and links it to the current process.
Usually you add {Licet, opts} to a supervision tree instead of calling this
directly. See the module documentation for the options.
The instance fails to start if the Licet tables don't exist, or if the
configured schema is invalid or would strand stored relationships.

  



    

  
    
      
    
    
      write(name, updates, opts \\ [])



        
          
        

    

  


  

      

          @spec write(instance(), [update()], keyword()) ::
  {:ok, token()} | {:error, Licet.Error.t()}


      


Applies a batch of relationship updates atomically and returns a token.
Each update is one of:
	{:create, relationship} stores a new relationship and fails with
:already_exists if it is already stored;
	{:touch, relationship} stores it, or updates the expiration of an
existing one;
	{:delete, relationship} removes it, and does nothing if it isn't stored.

A relationship is text such as "document:1#viewer@user:ada" or a
Licet.Relationship. Every relationship is validated against the current
schema before anything is written.
All updates apply together or not at all. Inside an open Repo.transaction/2,
the write joins it; see Transactions.
Options
	:preconditions - a list of {:must_match, filter} or
{:must_not_match, filter}, checked inside the write's transaction.
The write fails with :precondition_failed if any doesn't hold.
	:metadata - a map stored with the write's transaction record.

Errors
	:invalid_relationship - malformed text, or a subject or expiration the
relation doesn't allow
	:unknown_type, :unknown_relation - not in the schema
	:already_exists - a :create of a stored relationship
	:precondition_failed - a precondition didn't hold
	:too_many_updates, :too_many_preconditions - over max_updates or
max_preconditions
	:invalid_filter - :preconditions isn't a list, or a precondition
isn't {:must_match | :must_not_match, filter} with a valid filter

Examples
{:ok, token} =
  Licet.write(MyApp.Licet, [
    {:create, "document:1#owner@user:ada"},
    {:touch, "document:1#viewer@team:eng#member"},
    {:delete, "document:1#viewer@user:bob"}
  ])

# Make Ada the owner only if the document has none yet.
Licet.write(MyApp.Licet, [{:create, "document:1#owner@user:ada"}],
  preconditions: [
    {:must_not_match, %{resource_type: "document", resource_id: "1", relation: "owner"}}
  ]
)

  



    

  
    
      
    
    
      write_schema(name, source, opts \\ [])



        
          
        

    

  


  

      

          @spec write_schema(instance(), String.t(), keyword()) ::
  {:ok, token()} | {:error, Licet.Error.t()}


      


Replaces the schema at runtime and returns a token.
The new schema is parsed, then compared with the stored relationships. It is
rejected with :unsafe_schema_change if it would leave some of them
meaningless: a removed definition or relation that still has relationships,
use expiration removed while relationships carry an expiry, or a relation
that no longer accepts a subject type it still has. Adding definitions,
relations, permissions, and subject types is always accepted.
Most applications set the schema with the :schema option instead, which
applies the same rules at startup. See Operations.
The new schema applies on this node immediately. Other nodes running an
instance on the same tables pick it up within quantization milliseconds.
Unlike write/3, it can't join an open transaction, because a rollback
would leave nodes using a schema that was never stored.
Options
	:metadata - a map stored with the write's transaction record.

Errors
	:invalid_schema - the text doesn't parse; details has the line and column
	:unsafe_schema_change - the change would strand stored relationships
	:in_transaction - called inside an open Repo.transaction/2

Examples
{:ok, token} = Licet.write_schema(MyApp.Licet, File.read!("priv/licet/schema.zed"))

  


        

      


  

    
Licet.Error exception
    



      
An expected failure from a Licet call.
Functions return {:error, %Licet.Error{}} instead of raising. Match on the
reason atom; it is stable. message is a human-readable explanation for
developers and logs, and may change between versions. details carries
structured context, such as the :line and :column of a schema error.
case Licet.check(MyApp.Licet, "document:1", "view", "user:ada") do
  {:ok, :allowed} -> :ok
  {:ok, :denied} -> {:error, :forbidden}
  {:error, %Licet.Error{reason: :timeout}} -> {:error, :unavailable}
  {:error, %Licet.Error{} = error} -> raise error
end
Licet.start_link/1 and invalid options raise the error instead, since they
indicate a bug in configuration rather than a runtime condition.
Reasons
Input
	Reason	Meaning	What to do
	:invalid_relationship	Malformed object or relationship text, a wildcard resource, or a subject or expiration the relation doesn't allow.	Fix the input. The message names the problem.
	:unknown_type	The object type isn't defined in the schema.	Check the spelling, or add the definition.
	:unknown_relation	The relation or permission isn't defined on that type.	Check the spelling, or add it to the schema.
	:invalid_filter	An empty or malformed filter, subject type, precondition, cursor, or page :limit.	Fix the argument.
	:invalid_schema	The schema doesn't parse or is inconsistent. details has :line and :column.	Fix the schema at that position.
	:invalid_validation_file	A validation file is malformed.	Fix the YAML.
	:invalid_config	Invalid instance options or an unknown consistency mode.	Fix the option.

Writes
	Reason	Meaning	What to do
	:already_exists	A :create or import of a relationship that is already stored.	Use :touch if repeating the write is fine.
	:precondition_failed	A write precondition didn't hold. Nothing was written.	Re-read and decide again.
	:too_many_updates	More updates than max_updates (or max_import).	Split the batch.
	:too_many_preconditions	More preconditions than max_preconditions.	Use fewer, broader filters.
	:unsafe_schema_change	The new schema would strand stored relationships.	Delete those relationships first. See Operations.
	:in_transaction	Licet.write_schema/3 was called inside an open transaction.	Call it outside the transaction.

Queries
	Reason	Meaning	What to do
	:timeout	The check or lookup took longer than the instance timeout.	Treat as a denial. Simplify the schema or raise the limit.
	:depth_exceeded	Evaluation went deeper than max_depth hops.	Look for a very deep hierarchy, or raise the limit.
	:cycle	Evaluation revisited the same object and permission.	Check the data for a loop, such as a folder that is its own parent.
	:lookup_too_large	A lookup found more results than max_lookup.	Narrow the query, or check objects individually.

Consistency
	Reason	Meaning	What to do
	:token_invalid	The token is malformed or wasn't issued by Licet.	Drop it and use the default consistency.
	:token_not_committed	The token's transaction rolled back, or is still open on another connection.	Retry after the transaction commits, or drop the token.
	:snapshot_expired	The token is older than gc_window, so its exact snapshot is gone.	Use {:at_least, token} or the default instead.

Setup
	Reason	Meaning	What to do
	:not_started	No instance with that name is running.	Start it in your supervision tree.
	:not_migrated	Licet's tables don't exist in the prefix.	Run mix licet.gen.migration and migrate.


      


      
        Summary


  
    Types
  


    
      
        reason()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        new(reason, message, details \\ %{})

      


        Builds an error.



    





      


      
        Types


        


  
    
      
    
    
      reason()



        
          
        

    

  


  

      

          @type reason() ::
  :already_exists
  | :cycle
  | :depth_exceeded
  | :in_transaction
  | :invalid_config
  | :invalid_filter
  | :invalid_relationship
  | :invalid_schema
  | :invalid_validation_file
  | :lookup_too_large
  | :not_migrated
  | :not_started
  | :precondition_failed
  | :snapshot_expired
  | :timeout
  | :token_invalid
  | :token_not_committed
  | :too_many_preconditions
  | :too_many_updates
  | :unknown_relation
  | :unknown_type
  | :unsafe_schema_change


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Licet.Error{
  __exception__: true,
  details: map(),
  message: String.t(),
  reason: reason()
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      new(reason, message, details \\ %{})



        
          
        

    

  


  

      

          @spec new(reason(), String.t(), map()) :: t()


      


Builds an error.
details defaults to an empty map.

  


        

      


  

    
Licet.Relationship 
    



      
A relationship: one stored fact linking a resource to a subject.
Licet functions accept relationships as text, in SpiceDB's format, or as
this struct. Licet.read/3 returns structs.
	Text	Meaning
	document:roadmap#owner@user:anne	Anne is an owner of the roadmap
	document:roadmap#viewer@team:eng#member	members of team eng are viewers
	document:roadmap#viewer@user:*	every user is a viewer
	document:roadmap#viewer@user:anne[expiration:2027-01-01T00:00:00Z]	Anne is a viewer until 2027

A subject written user:anne#... is the same as user:anne. In the struct,
subject_relation is "" when the subject has no relation.
Relation names are lowercase, 3 to 64 characters. Type names follow the same
rule, and may be namespaced as prefix/name, up to 128 characters in total,
as in SpiceDB. Ids are 1 to 1024
characters from A-Z, a-z, 0-9, and /_|=-+, or * for a wildcard
subject. Names stay strings; Licet never turns them into atoms.
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        t()

      


    





  
    Functions
  


    
      
        parse(value)

      


        Parses relationship text.



    


    
      
        parse_object(value)

      


        Parses an object, such as "document:1", or a userset, such as
"team:eng#member", into its type, id, and relation.



    


    
      
        to_string(rel)

      


        Renders a relationship as text, the inverse of parse/1.
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      t()



        
          
        

    

  


  

      

          @type t() :: %Licet.Relationship{
  expires_at: DateTime.t() | nil,
  relation: String.t(),
  resource_id: String.t(),
  resource_type: String.t(),
  subject_id: String.t(),
  subject_relation: String.t(),
  subject_type: String.t()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      parse(value)



        
          
        

    

  


  

      

          @spec parse(String.t()) :: {:ok, t()} | {:error, Licet.Error.t()}


      


Parses relationship text.
This checks the format only. Whether the types and relations exist in the
schema is checked when the relationship is written.
Examples
iex> {:ok, rel} = Licet.Relationship.parse("document:1#viewer@team:eng#member")
iex> {rel.resource_type, rel.resource_id, rel.relation}
{"document", "1", "viewer"}
iex> {rel.subject_type, rel.subject_id, rel.subject_relation}
{"team", "eng", "member"}

iex> {:ok, rel} = Licet.Relationship.parse("document:1#viewer@user:ada[expiration:2027-01-01T00:00:00Z]")
iex> rel.expires_at
~U[2027-01-01 00:00:00Z]

iex> {:error, %Licet.Error{reason: reason}} = Licet.Relationship.parse("document:1")
iex> reason
:invalid_relationship

  



  
    
      
    
    
      parse_object(value)



        
          
        

    

  


  

      

          @spec parse_object(String.t()) ::
  {:ok, String.t(), String.t(), String.t()} | {:error, Licet.Error.t()}


      


Parses an object, such as "document:1", or a userset, such as
"team:eng#member", into its type, id, and relation.
The relation is "" for a plain object.
Examples
iex> Licet.Relationship.parse_object("document:1")
{:ok, "document", "1", ""}

iex> Licet.Relationship.parse_object("team:eng#member")
{:ok, "team", "eng", "member"}

  



  
    
      
    
    
      to_string(rel)



        
          
        

    

  


  

      

          @spec to_string(t()) :: String.t()


      


Renders a relationship as text, the inverse of parse/1.
Examples
iex> {:ok, rel} = Licet.Relationship.parse("document:1#viewer@team:eng#member")
iex> Licet.Relationship.to_string(rel)
"document:1#viewer@team:eng#member"

  


        

      


  

    
Licet.Schema 
    



      
Parses schemas written in SpiceDB's schema language.
A running instance parses its schema itself, from the :schema option or
Licet.write_schema/3. Call parse/1 directly to check a schema file, for
example in a test or before a deploy.
Licet supports definitions, relations, permissions, the operators +, &,
-, and ->, the arrow functions .any() and .all(), nil, wildcards,
userset subjects such as team#member, and expiration. Caveats and self
are rejected. Schema language is the full reference.
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    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        parse(source)

      


        Parses and validates schema text.



    


    
      
        to_zed(map)

      


        Prints a compiled schema as text.
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          @type t() :: %{
  definitions: map(),
  expiration: boolean(),
  source: String.t(),
  hash: String.t()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      parse(source)



        
          
        

    

  


  

      

          @spec parse(String.t()) :: {:ok, t()} | {:error, Licet.Error.t()}


      


Parses and validates schema text.
On success, returns a compiled schema. Its fields other than :source are
internal. On failure, returns an :invalid_schema error whose details
hold the :line and :column of the problem.
Examples
iex> {:ok, schema} =
...>   Licet.Schema.parse("""
...>   definition user {}
...>
...>   definition document {
...>     relation owner: user
...>     permission edit = owner
...>   }
...>   """)
iex> schema.definitions |> Map.keys() |> Enum.sort()
["document", "user"]

iex> {:error, error} = Licet.Schema.parse("definition document {\n  permission edit = owner\n}")
iex> error.reason
:invalid_schema
iex> error.details
%{line: 2, column: 21}

  



  
    
      
    
    
      to_zed(map)



        
          
        

    

  


  

      

          @spec to_zed(t()) :: String.t()


      


Prints a compiled schema as text.
The result parses to the same definitions. Comments and formatting from the
original text aren't preserved; definitions are sorted by name.
Examples
iex> {:ok, schema} = Licet.Schema.parse("definition user {}")
iex> Licet.Schema.to_zed(schema)
"definition user {\n}"

  


        

      


  

    
Licet.Multi 
    



      
Adds Licet writes to an Ecto.Multi.
Use it to grant access in the same transaction as the change that needs it,
so both commit or neither does. See Transactions.
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        write(multi, name, step, updates, opts \\ [])

      


        Adds a Licet.write/3 step named step to multi.



    





      


      
        Functions


        


    

  
    
      
    
    
      write(multi, name, step, updates, opts \\ [])



        
          
        

    

  


  

      

          @spec write(
  Ecto.Multi.t(),
  Licet.instance(),
  Ecto.Multi.name(),
  [Licet.update()],
  keyword()
) ::
  Ecto.Multi.t()


      


Adds a Licet.write/3 step named step to multi.
The step's value is the write's token. If the write fails, the multi stops
and Repo.transaction/1 returns {:error, step, %Licet.Error{}, changes_so_far}.
opts are passed to Licet.write/3.
When the updates depend on an earlier step, such as the id of an inserted
row, call Licet.write/3 from Ecto.Multi.run/3 instead.
Examples
Ecto.Multi.new()
|> Ecto.Multi.update(:transfer, changeset)
|> Licet.Multi.write(MyApp.Licet, :owner, [
  {:delete, "document:1#owner@user:ada"},
  {:create, "document:1#owner@user:bob"}
])
|> MyApp.Repo.transaction()
#=> {:ok, %{transfer: %Document{}, owner: "v1.eyJ..."}}

  


        

      


  

    
Licet.Testing 
    



      
Helpers for testing code that uses Licet.
Licet works with Ecto.Adapters.SQL.Sandbox: a test's writes stay in its
sandbox transaction and its checks see them. These helpers cover the two
things the sandbox doesn't do on its own. See Testing.
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    Functions
  


    
      
        allow(repo, parent, pid)

      


        Lets pid use the sandbox connection owned by parent.



    


    
      
        migrate!(repo, prefix)

      


        Creates Licet's tables for prefix through repo.
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      allow(repo, parent, pid)



        
          
        

    

  


  

      

          @spec allow(module(), pid(), pid()) :: :ok


      


Lets pid use the sandbox connection owned by parent.
Call it when a process started by the test calls Licet. It does nothing when
repo doesn't use the sandbox pool.
Examples
test_pid = self()

Task.async(fn ->
  Licet.Testing.allow(MyApp.Repo, test_pid, self())
  Licet.check(MyApp.Licet, "document:1", "view", "user:ada")
end)

  



  
    
      
    
    
      migrate!(repo, prefix)



        
          
        

    

  


  

      

          @spec migrate!(module(), String.t()) :: :ok


      


Creates Licet's tables for prefix through repo.
Run it in a test's setup to give each test its own prefix and instance.
Inside the sandbox, the tables are rolled back with the rest of the test.
Examples
setup do
  prefix = "t#{System.unique_integer([:positive])}"
  Licet.Testing.migrate!(MyApp.Repo, prefix)
  %{prefix: prefix}
end

  


        

      


  

    
Licet.Validate 
    



      
Tests a permission model with a SpiceDB validation file.
A validation file bundles a schema, some relationships, and the answers you
expect. Running it tells you whether the model behaves as intended, without a
database. Use it in your test suite, or from the command line with
mix licet.validate. Testing shows a complete example.
The file is the YAML that play.authzed.com exports
and zed validate reads:
	schema, the .zed text
	relationships, one relationship per line, with // comments
	assertions, with assertTrue and assertFalse lists of checks
	validation, the expected relations: for each resource#permission, every
subject and the relations that hold it, as [user:tom] is <document:1#viewer>

Checks run at the current time, so a relationship whose [expiration:...]
has passed does not count. Relationships are held in memory; nothing is
written to Postgres.
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    Types
  


    
      
        expected()

      


        The parsed validation section: each {type, id, relation} resource with
its expected subject lines.



    


    
      
        failure()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        expected_relations(source)

      


        Computes the validation section from the schema and relationships.



    


    
      
        explain(source, line)

      


        Explains one check against the schema and relationships in the validation YAML.



    


    
      
        parse(source)

      


        Parses validation YAML without running it.



    


    
      
        run(source)

      


        Runs validation YAML: every assertion, then every expected relation.



    


    
      
        run_file(path)

      


        Reads the file at path and runs it with run/1.
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      expected()



        
          
        

    

  


  

      

          @type expected() :: [{{String.t(), String.t(), String.t()}, [map()]}]


      


The parsed validation section: each {type, id, relation} resource with
its expected subject lines.

  



  
    
      
    
    
      failure()



        
          
        

    

  


  

      

          @type failure() ::
  %{assertion: String.t(), expected: :allowed | :denied, got: term()}
  | %{relation: String.t(), message: String.t()}


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Licet.Validate{
  assert_false: [String.t()],
  assert_true: [String.t()],
  relationships: [Licet.Relationship.t()],
  schema: Licet.Schema.t(),
  validation: expected() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      expected_relations(source)



        
          
        

    

  


  

      

          @spec expected_relations(String.t()) :: {:ok, String.t()} | {:error, Licet.Error.t()}


      


Computes the validation section from the schema and relationships.
For each resource#permission key the file already lists, the result lists
every subject and the relations that grant it, in the same YAML that the
SpiceDB playground writes when it updates expected relations. Review the
output once, then commit it to the file.
Examples
iex> Licet.Validate.expected_relations("""
...> schema: |-
...>   definition user {}
...>   definition document {
...>     relation viewer: user
...>     permission view = viewer
...>   }
...> relationships: |-
...>   document:1#viewer@user:ada
...> validation:
...>   document:1#view: []
...> """)
{:ok, "document:1#view:\n    - '[user:ada] is <document:1#viewer>'\n"}

  



  
    
      
    
    
      explain(source, line)



        
          
        

    

  


  

      

          @spec explain(String.t(), String.t()) ::
  {:ok, :allowed | :denied, map()} | {:error, Licet.Error.t()}


      


Explains one check against the schema and relationships in the validation YAML.
line is an assertion string such as "document:1#view@user:ada". The check
runs in memory, the same way as run/1, and returns the answer with a trace
of the relations evaluated beneath it. Use it from the playground, or when
debugging a failing assertion without starting Postgres.
Examples
iex> {:ok, :allowed, trace} =
...>   Licet.Validate.explain(
...>     """
...>     schema: |-
...>       definition user {}
...>       definition document {
...>         relation viewer: user
...>         permission view = viewer
...>       }
...>     relationships: |-
...>       document:1#viewer@user:ada
...>     """,
...>     "document:1#view@user:ada"
...>   )
iex> {trace.resource, trace.permission, trace.result}
{"document:1", "view", :allowed}

  



  
    
      
    
    
      parse(source)



        
          
        

    

  


  

      

          @spec parse(String.t()) :: {:ok, t()} | {:error, Licet.Error.t()}


      


Parses validation YAML without running it.
Examples
iex> {:ok, file} =
...>   Licet.Validate.parse("""
...>   schema: "definition user {}"
...>   assertions:
...>     assertFalse:
...>       - user:ada#member@user:bob
...>   """)
iex> file.assert_false
["user:ada#member@user:bob"]
iex> file.relationships
[]

  



  
    
      
    
    
      run(source)



        
          
        

    

  


  

      

          @spec run(String.t()) :: :ok | {:error, Licet.Error.t() | [failure()]}


      


Runs validation YAML: every assertion, then every expected relation.
Returns :ok, a list of failures, or an error when the file itself is
invalid. An assertion failure is a map with the :assertion, the
:expected answer, and the answer it :got. An expected-relations failure
has the :relation and SpiceDB's :message.
Examples
iex> Licet.Validate.run("""
...> schema: |-
...>   definition user {}
...>   definition document {
...>     relation viewer: user
...>     permission view = viewer
...>   }
...> relationships: |-
...>   document:1#viewer@user:ada
...> assertions:
...>   assertTrue:
...>     - document:1#view@user:ada
...>   assertFalse:
...>     - document:1#view@user:ada
...> """)
{:error, [%{assertion: "document:1#view@user:ada", expected: :denied, got: {:ok, :allowed}}]}

  



  
    
      
    
    
      run_file(path)



        
          
        

    

  


  

      

          @spec run_file(Path.t()) :: :ok | {:error, Licet.Error.t() | [failure()]}


      


Reads the file at path and runs it with run/1.
Examples
test "document permissions" do
  assert :ok = Licet.Validate.run_file("test/permissions/documents.yaml")
end

  


        

      


  

    
Licet.GC 
    



      
Garbage collection of old relationship history.
Licet keeps deleted and expired relationships, and the snapshots of past
writes, for gc_window seconds, so that tokens from that window can still be
read exactly. Every instance runs a collector that removes older history
every gc_interval milliseconds, in batches of gc_batch rows.
On several nodes, each pass takes a Postgres advisory lock, so only one node
collects at a time. Set gc_interval: false to disable automatic passes, for
example in tests or to trigger them from your own scheduler with collect/1.

      


      
        Summary


  
    Functions
  


    
      
        collect(instance)

      


        Runs one collection pass on instance now and waits for it.
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      collect(instance)



        
          
        

    

  


  

      

          @spec collect(atom()) :: :ok | :locked | {:error, Licet.Error.t()}


      


Runs one collection pass on instance now and waits for it.
Returns :locked when another node holds the lock and is collecting, and
{:error, %Licet.Error{reason: :not_started}} when no instance with that
name is running.
Examples
Licet.GC.collect(MyApp.Licet)
#=> :ok

  


        

      


  

    
Licet.Migration 
    



      
Creates and drops Licet's tables.
mix licet.gen.migration generates an Ecto migration that calls this module:
defmodule Licet.Repo.Migrations.InstallLicet do
  use Ecto.Migration

  def up, do: Licet.Migration.up(prefix: "licet")

  def down, do: Licet.Migration.down(prefix: "licet")
end
The tables live in their own Postgres schema, named by :prefix. The
statements use IF NOT EXISTS, so running up/1 twice is harmless. In tests,
Licet.Testing.migrate!/2 runs the same statements without a migration.

      


      
        Summary


  
    Functions
  


    
      
        down(opts \\ [])

      


        Drops the prefix's Postgres schema and every table in it. Call it from an
Ecto migration's down/0.



    


    
      
        migration_source(opts)

      


        Returns the source of an Ecto migration module, as written by
mix licet.gen.migration.



    


    
      
        statements(prefix)

      


        Returns the SQL statements that create the tables in a prefix.



    


    
      
        up(opts \\ [])

      


        Creates the tables. Call it from an Ecto migration's up/0.



    





      


      
        Functions


        


    

  
    
      
    
    
      down(opts \\ [])



        
          
        

    

  


  

      

          @spec down(keyword()) :: :ok


      


Drops the prefix's Postgres schema and every table in it. Call it from an
Ecto migration's down/0.
Options
	:prefix - the Postgres schema to drop. Defaults to "licet".


  



  
    
      
    
    
      migration_source(opts)



        
          
        

    

  


  

      

          @spec migration_source(keyword()) :: String.t()


      


Returns the source of an Ecto migration module, as written by
mix licet.gen.migration.
Options
	:prefix - the Postgres schema for the tables. Defaults to "licet".
	:module - the migration module name. Defaults to
"Licet.Repo.Migrations.InstallLicet".


  



  
    
      
    
    
      statements(prefix)



        
          
        

    

  


  

      

          @spec statements(String.t() | keyword()) :: [String.t()]


      


Returns the SQL statements that create the tables in a prefix.
Takes a prefix string or a keyword list with :prefix, which defaults to
"licet".

  



    

  
    
      
    
    
      up(opts \\ [])



        
          
        

    

  


  

      

          @spec up(keyword()) :: :ok


      


Creates the tables. Call it from an Ecto migration's up/0.
Options
	:prefix - the Postgres schema for the tables. Defaults to "licet".


  


        

      


  

    
mix licet.gen.migration 
    



      
Generates the Ecto migration that creates Licet's tables.
$ mix licet.gen.migration
$ mix ecto.migrate

The migration calls Licet.Migration.up/1 and Licet.Migration.down/1.
Options
	--prefix - the Postgres schema for the tables. Defaults to licet, which
is also the default :prefix of an instance. It must match
^[a-z_][a-z0-9_]{0,62}$.
	--path - where to write the file. Defaults to
priv/repo/migrations/<timestamp>_install_licet.exs. The task refuses to
overwrite an existing file.
	--module - the migration module name. Defaults to
<App>.Repo.Migrations.InstallLicet, derived from your application name
and the file name.


      




  

    
mix licet.validate 
    



      
Runs a SpiceDB validation file: its assertions and expected relations.
$ mix licet.validate test/permissions/documents.yaml
licet validation passed

The task exits with an error and lists every failure when the file doesn't
pass, so it can run in CI. A schema error is reported as
FILE:LINE:COLUMN: message, with the position inside the schema block.
It needs no database. See Licet.Validate for the file format and
Testing for an example.
Run mix licet.validate --help to print this help.
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